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EmployeeTrack Management Users
Guide

Getting Started

This chapter includes the following topics:
” QOverview

? EmployeeTrack Registration and Setup

» Logging in to EmployeeTrack Management

» EmployeeTrack Management Home Page

?” EmployeeTrack Management Menus

Getting Help
Navigating EmployeeTrack Management Pages

Logging Out

»

»

»

Overview

EmployeeTrack provides a simple solution for organizations such as exchanges, hedge funds, mutual
funds, brokers, banks, and insurance companies, who are required to monitor their employees' outside

trading activity.

EmployeeTrack Management is a version of our Account Management system modified specifically for an
organization’s compliance officer who needs to monitor employees’ brokerage accounts at Interactive

Brokers and other brokerage firms.

We work directly with your compliance group to implement a custom report layout that is compatible with
your network, and that completely satisfies your reporting requirements. This feature ensures that your
compliance department always has the latest employee account data, and eliminates the need to track

down and record employee activity statements.
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Chapter 1

EmployeeTrack Registration and Setup

EmployeeTrack Registration and Setup

EmployeeTrack and EmployeeTrack Management are intended for use by an organization’s Compliance

Officer to track the 1B account activity of the organization’s employees. To use EmployeeTrack

Management, you must first register, then link your employees’ IB accounts in EmployeeTrack

Management.

To register for and set up EmployeeTrack

1. From the Interactive Brokers web site, move your mouse over Open an Account, then click then

Compliance Officers from the drop-down menu.

LG IR -

COPEM ASCOUMNT - FREE TRIAL

CHOOSE AN ACCOUNT

TRADER & INVESTOR ACCOUNTS

Trader or Investor

Small Business

Friends and Family Advisor
Family Office

Zontinue or Finish Your Application

Howr to Choose and Configure an Account

INSTITUTION ACCOUNTS

Registerad Advisor
Money Manager

Broker

Proprietary Trading Group
Hedge or MutualFund
Complance Officer

Administrator

2. Onthe New Accounts page for Broker Compliance Officers, click the Register button.

3. Complete the EmployeeTrack account application.

4. When your new account has been activated, log into EmployeeTrack Management.
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Chapter 1 Logging in to EmployeeTrack Management

The first time you log into EmployeeTrack Management, there will be no active employee accounts
listed. A list of all inked employee IB accounts appear on the EmployeeTrack Management home

page on subsequent logins.

5. Click Manage Employees > Link Employees > Link Existing Employees, then follow the

instructions on the screen to link employees with IB accounts to EmployeeTrack.

6. Employees with IB accounts that you “link” receive an email with a link that takes them to their own
IB account Account Management login. Upon logging in to Account Management, an activation
screen appears. Once an employee with an IB account clicks the Accept button on the activation

screen, his or her IB account is linked to EmployeeTrack.

Logging in to EmployeeTrack Management

To log into EmployeeTrack Management

1. From IB’s Institutions web site, select Account Management from the LOGIN menu.

LOG I - QPEM A, FREE TRIAL
TRADER WORKSTATION ACCOUNT MANAGEMENT
TS Latest Account Management
Tl S Finish an Appelcation
TS Bets
WEBTRADER API ACCESS
ek Trader B Gatewiay Latest
WiekbTrader Beta B Gatewiay

2. Enter your username and password, then click Login.
Failed Login Attempts

After ten failed login attempts in 24 hours, your EmployeeTrack Management login will be disabled. If this

happens, contact Customer Service.
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Chapter 1 Automatic Logoff

Automatic Logoff

If you are logged into EmployeeTrack Management but don’t do anything for 30 minutes (the system
detects no activity), your EmployeeTrack Management session will automatically expire and you will have
tolog back in. A message appears warning you that you will automatically be logged out without further

activity.

Once your session expires, another message appears informing you that your session has expired and you

have been logged out. You must re-login to start a new EmployeeTrack Management session.

EmployeeTrack Management Home Page
This page appears on the Home page when you first log into EmployeeTrack Management.
The EmployeeTrack Management Home page includes:

» Summary Page -Displays all active, pending and rejected employee accounts. Each category is dis-

played on its own tabbed page. Note that this page is also available by clicking Manage Employees >

View.
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Chapter 1 Summary

Summary

Use this page 1o view and take action on active accounts and pending and rejected aceount invitations.

m Pending []  Rejected [J

Narme 3 Account § Broker & Relationship & Reference & Date Linked % Action
Interactive Brokers Spouse == Mar 09, 2012 Delink Edit Log
Interactive Brokers Employes g Mar 09, 2012 Delink Edit Log
Account - . Scottrade Other == MNov 10, 2011 Edit Log
Account E*Trade Other - Nov 10, 2011 Edit Log
Account E*Trade Other - MNov 10, 2011 Edit Log
Account o - Chase Investment Other - Nov 10, 2011 Edit Log
Services Corp
Aceount Bas wen Seottrade Orher - Now 10, 2011 Edit Log
Account » » Fidielity Other == Nov 10, 2011 Edit Log
Aceount & .s Fidelity Onher - Now 10, 2011 Edit Log
Applicant Interactive Brokers Employee = Nov 12, 2010 Delink Edit Log
Applicant Interactive Brokers Employes - Mar 21, 2014 Delink Edit Log
e == m Interactive Brokers Employes == Feb 19, 2014 Delink Edit Log
Summary

The Summary page displays all active employee accounts as well as any pending or rejected invitations. It

also appears on the Home page when you first log into EmployeeTrack Management.

On this page, a compliance officer can:

? View all active linked employee IB accounts, including the account number, reference ID, email
address and status of each account, as well as all pending and rejected accounts.

” View an Audit Trail Log page for each employee account. An audit trail log includes statement views
and comment entries by Compliance Officers for the selected employee account. Compliance Officers
can also add comments to the audit trail log page.

” Delink employee IB accounts.

» Edit an employee’s relationship and Reference ID.

»

Delete invitations to employees that were either rejected or are pending. For example, you might want

to delete a pending invitation if you know the employee made an error in the process.

To use the Summary page

EmployeeTrack Management Users' Guide 9



Chapter 1 Summary

1. Click Manage Employees > View (or click the red icon on the left side of the menu to go to the
Home page). The Summary page is the first page that opens when you log into EmployeeTrack

Management.

Lists of active, pending and rejected employee accounts are each shown on their own tabbed pages.
The current numbers of Active, Pending and Rejected accounts are displayed on each tab. By

default, the Active tab displays.

Summary

Use this page 1o view and take action on active accounts and pending and rejected account invitations.

m Pending u Rejected E]

Name § Account § Broker & Relationship # Reference Date Linked Action
Interactive Brokers Spouse - Mar 09, 2012 Delink Edit Log
Interactive Brokers Employee L Mar 09, 2012 Delink Edit Log
Account - - Scotrade Other == Nowv 10, 2011 Edit Log
Account E*Trade Cther - MNov 10, 2011 Edit Log
Account E*Trade Other = Nov 10, 2011 Edit Log
Account .o - o Chase Investment Other - Nov 10, 2011 Edit Log
Services Corp
Aceaunt So8 e Seottrade Other e New 10, 2011 Edit Log
Account d . Fidelity Other - Nov 10, 2011 Edit Lag
Ageaunt & “s Fidelity Cther - New 10, 2011 Edit Log
Applicant Interactive Brokers Employes - Now 12, 20010 Delink Edit Log
Applicant Interactive Brokers Emplayes - Mar 21, 2014 Delink Edit Log
e v - Interactive Brokers Employes == Feb 19, 2014 Delink Edit Log

Click one of the tabs to view a list of pending or rejected client accounts.
To delink a linked employee account, in the list of Active Employee Accounts, click Delink in the

Action column for the account you want to delink.

o A message appears asking you to confirm your delink request. Click OK.
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Chapter 1 Edit an Employee

Are you sure you would like to delink Account U ?

[ OK ] ’ Cancel

3. To editan employee’s relationship or Reference ID, click Editin the Action column for that employee

account. See Edit an Employee for more information.

4. Todelete an employee invitation, in the list of Pending and Rejected Employee Invitations, click
Delete in the Action column for the invitation you want to delete.
5. Toview the Audit Trail Log for an employee account, click Log in the Action column for that

employee account. See View the Audit Trail Log for more information.

Edit an Employee

EmployeeTrack lets you edit an employee’s Reference ID and Employee Relationship. You access the

Edit function from the Employee Accounts page.

You specified the employee’s relationship when you entered employee information on the Link Employees
page.

When an employee registers for an IB account, he or she is given the opportunity to define an optional
Employee Reference ID. Employee Reference IDs are useful if your organization requires an additional

way to identify employees. For example, if your company uses employee number, that could be the

Employee Reference ID.
To editan employee

1. Click Home. The Employee Accounts is the first page that opens when you log into EmployeeTrack

Management.
2. To edit an employee account, click Editin the Action column for the desired employee account.

The Edit Employee page appears.

EmployeeTrack Management Users' Guide 11



Chapter 1 View the Audit Trail Log

Edit Employee

Use this page to edit an employee's Reference 1D and Employee Relationship,

Employee Information

Mame:
Account: U

Broker Interactive Brokers

Email:

Account Status Abandoned

Date Invited -

Date Linked Mar 09, 2012

Employee Relaticaship: [spouse =

Reference 1D . |

3. Do any of the following:

o Change the Employee Relationship. Select Employee, Spouse, Family Member, Friend or Other

from the drop-down list.
o Change the Employee Reference ID.

4. Click Submit.

The Employee Accounts page displays, along with a message informing you the the account update

was successful.

View the Audit Trail Log

An audit trail log includes statement views and comment entries by Compliance Officers for the selected

employee account. Compliance Officers can also add comments to the audit trail log page.
To view the audit trail for an employee account

1. Click Home. The Employee Accounts is the first page that opens when you log into EmployeeTrack

Management.

EmployeeTrack Management Users' Guide 12



Chapter 1 View the Audit Trail Log

Summary

Use this page to view and take action on active accounts and pending and rejected account invitations

m Pending [f] Rejected

Name % Account ¥ Broker % Relationship ¥ Reference % Date Linked % Action
Interactive Brakers Spouse - Mar 05, 2012 Delink Edit Log
Interactive Erokers Employee Mar 05, 2012 Delink Edit Log
Interactive Erokers Employee - Feb 04, 2076 Delink Edit Log
Account Scottrade Other Fef MNow 10, 2011 Edit Log
Account E*Trade Other - Mow 10, 2011 Edit Lag
Account E*Trade Other = MNow 10, 2011 Edit Log
Account Chase Investment Other = MNow 10, 2011 Edit Lag
Services Corp
Account Scottrade Other == MNow 10, 2011 Edit Lag
Account Fideliny Other == MNow 10, 2011 Edit Log
Account Fidelity Other = Mo 10, 2011 Edit Lag
Applicant Interactive Brokers Ernployee = MNow 12, 2010 Delink Edit Log
Applicant Interactive Brokers Employee - Dec 1, 2015 Delink Edit Log
Applicant Interactive Brokers Ernployee = Dec 1, 2015 Delink Edit Log
Applicant Interactive Brokers Employee - Dec 1, 2015 Delink Edit Log
|IELLC Applicant Interactive Brokers Employee - Mar 21, 2014 Delink Edit Log
IELLC Applicant Interactive Brokers Ernployee = Dec 01, 2015 Delink Edit Log
|ELLC Applicant Interactive Erokers Employee - Dec 01, 2015 Delink Edit Log
Interactive Erokers Ermployee Mar 11, 2016 Delink Edit Log
Interactive Brokers Ermployee = Feb 15, 2074 Delink Edit Log

2. Click Log in the Action column for the desired employee account.

The Audit Trail Log page appears.

EmployeeTrack Management Users' Guide 13



Chapter 1

Pending Accounts

Audit Trail Log

Use this page to review statement views and camments by Campliance Officers for the selected employee account. Compliance Officers can also add

comments.

Employee Information
Name:

Account:

Eroker:

Email:

Account Status:

Employee Relationship:
Reference 1D:

Date Invited:

Date Linked:
Statement Review Log
FReviewed By

kathyDE5

Comments Log

Account

Mow 10, 20117

Feview Date Statement Type

Apr22, 2014 Monthly

Mo comments have been entered for the selected employee account.

Add a Comment

Comment:

Review the information as required.

Statement Period

Dec 2010

Add Comment =

Add a new comment to the page by typing the comment in the Comment box, then clicking the Add

Comment button.

Click the Print button to print the Audit Trail Log page.

Click the Back button to return to the home page.

Pending Accounts

The Pending tab of the Summary page displays all pending employee accounts invitations.

On this page, a Compliance Officer can:

EmployeeTrack Management Users' Guide
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Chapter 1 Pending Accounts

» Accept pending account invitations.
» Reject pending account invitations.

” Change the employer for a pending account.
To take action on a Pending account

1. Onthe Summary page, click the Pending tab.

Y o

MName § Account § Broker & Relationship # Reference Dare & Action

Account LE = Fidelity Employese - Apr 17,2014 Accept Reject Edit
Account . * Fidelity Employee - Apr 17,2014 Accepr Reject Edit
Account s - Fidelity Employee - Apr 17, 20014 Accept Reject Edit
Account - e AL Fidelity Employes - Apr 17,2014 Accept Reject Edit
Account .o - . - Fidelity Employee == Apr 17,2014 Accept Reject Edit
Account ¢ . Fidelity Employee == Apr 17,2014 Accept Reject Edit
Account - - Fidelity Employes == Apr 17,2014 Accept Reject Edit
Account Fidelity Employee - Apr 17,2014 Accept Reject Edit
Account Fidelity Employee — Apr 17,2014 Accept Reject Edit
Account Fidelity Employee = Apr 17,2014 Accept Reject Edit
Account - . Fidelity Employee - Apr 17,2014 Accept Reject Edit

2. Do one of the following:

o Accept a pending account invitation by clicking the Accept link in the Action column. Once you
click the link, the account will be linked to your EmployeeTrack account.
o Reject a pending account invitation by clicking the Reject link in the Action column. When you

click the link, a confirmation dialog opens.

Reject Account ®

If yvou reject this employee account, you will
not be able to link this account to the current
employer again. Contact the broker to remove

this rejected account from the data feed.

EmployeeTrack Management Users' Guide 15



Chapter 1 Messages

Read the note in the dialog. If you are sure that you want to reject the account invitation, click Reject.

If you change your mind and do not want to reject the account invitation, click Cancel.

o Change the employer for a pending account invitation by clicking the Edit link in the Action
column. For example, your organization might contain several divisions, each one treated as a dif-
ferent employer in EmployeeTrack. When you click this link, the Link New Employer dialog

opens.

Link New Employer 4

Select an employer for this pending employee
account. When vou click confirm, this
employee will be added to the list of pending
accounts for the selected employer.

Interactive Brokers Corp. -

Select an employer for the pending account by selecting one from the drop-down list. Click Confirm

to save your selection and close the box. Click Cancel if you change your mind.

Messages

If you have pending Customer Service inquiries, including messages in response to inquiry tickets, they
appear on the Message Center page. A quick glance at the Message Center tab under the Home menu

lets you know how many Customer Service messages you have.

The page displays a "No Messages" message if you do not have any Customer Service messages.

No Messages

EmployeeTrack Management Menus

You access all Account Management functions from the menu bar. You can return to the Home page any

time by clicking the red icon on the left side of the menu.

EmployeeTrack Management Users' Guide 16



Chapter 1 Navigating the EmployeeTrack Management

Menus

The top-level menu is constant; no matter what your account type, the top-level menu is always the same.

Home Reports Man age Account Support

Each item on the main menu contains a submenu with individual functions and in some cases, additional

levels of menus.

Throughout this guide, we use the convention "Menu > Second-level menu" to describe locations of
functions and pages in EmployeeTrack Management. For example, "Reports > Activity" means the

Activity blue menu item under the Reports menu.

Navigating the EmployeeTrack Management Menus

Getting around in EmployeeTrack Management is easy. Simply click an item on the top-level menu to

display the available menu items.

1. Using the Reports menu as an example, first move your mouse directly over the word "Reports" in

the main menu. The second-level menu drops down in a menu panel:

. Reports Manage Account Manage Employees Support Logout

Compliance

Activity
Trade Confirmations
Sertings

2. Next, move your mouse over the first menu item under Reports, which is Compliance. Compliance is
highlighted in grey and shows an arrow, indicating that there are additional menu items. Note that at
this point, the current page that is displayed in EmployeeTrack Management does not change (for

example, if you started on the Home page, the Home page is still displayed at this point).

EmployeeTrack Management Users' Guide 17



Chapter 1 Getting Help

Manage Account Manage Employees Support Logout

Activity
Trade Confirmarions

Semings

3. Click Compliance to view the additional pages available in that menu:

. Reports Manage Employees Support Logout

Employes Statements
Actraty Search By Symbal
Trade Confirmations Search By Volume
Settings Search By Performance

Stanement Audit Report

4. Compliance is now highlighted in blue, and you can move your mouse over all of the pages avail-

able under Compliance.

. Reports Manage Account Manage Employees Support Logout

Activity Search By Symbol

Trade Confirmations. Search By Volume
Settings Search By Performance

Statement Audit Report

5. Click any item in the Compliance menu to open that page.

Getting Help

You can get additional information about Account Management in the following ways:

” Dynamic Help

? Users' Guide

EmployeeTrack Management Users' Guide 18



Chapter 1 Dynamic Help

Access Dynamic Help using the links located in the lower right portion of the screen.

You can also click the PDF link to create and save a PDF file of the current page.

Dynamic Help

On most pages, you can display a help panel that contains simple step-by-step instructions. To display the
dynamic help panel, click Help link on the lower right. The help panel slides in from the left side of the

screen. To close the help panel, click the red X.

[ o
U this page 16 view asd n turts gl prmdng and rejected sioou
EmployeeTrack Mansgement Home Fage Bl 0 e
Ths pags aspeart o the Home page mhes yeu final bog inte
Ermplonyme Tanck Maasgsmast
Mame ¢ Avcomnt £ Rrsker © Relstionship | Referemce § Dane Lisked £ Adtion
The EmplapeeTrih Masagimest Hore pigeinchedes: | e e pu Beokers Spouse - B 0, 2002 Biclirk: Edie Log
* Symmary Puge -Dnpleys all actier, pendng and rejecied [ Employes DO NOT M 09, 2002
cmpliyee accowts, Each cabtgry i diabived 60 i3 own TOUCH .
eabiad pasge. Hote that this page it sho sesilale by
eliching Manage Employees = Viem Sanvads bt Maw 10, 2011 fdn Log
[ Crban == o 1, 3011 Ede Log
E'Trade Citbar - B 10, 2310
Chase iseimment bt - Mo 10, 2011
Zervices Cars
Scottrads Conbar = Mo 10, 7011 L Log
Freiy Coban - Peow 10, D311 Ed® Log
Fadelay Cotbe Bew 10, 2311
Irnersiiee Brodiers Ernplorore == B 12, 19
Irarsnid Biokart T mphoayds - Mg 21, 2004 Jelnk Lde Log
Irteractive Beokeri Empleyee Falb T8, 2014 Delnk Edie Loy

EmployeeTrack Management Users' Guide

This Guide contains detailed instructions on how to use the different functions in EmployeeTrack
Management.Access this guide from within dynamic help topics, or by clicking the book icon to open the

Reference menu, or from the Documentation page in the Traders' University on our website.

EmployeeTrack Management Users' Guide 19



Chapter 1 Navigating EmployeeTrack Management Pages

Navigating EmployeeTrack Management Pages

Some EmployeeTrack Management functions contain several pages, which are connected by

Continue and Back buttons.

Caontinue =

When navigating through the different pages in EmployeeTrack Management, do NOT use your browser's
Back button. If you do, you may be logged out of the system. Instead, use the Back button provided on the

EmployeeTrack Management pages.

Changing the Display Language

You can change the display language in EmployeeTrack Management using the Language Menu located
at the top right of the screen. Your language selection will also be applied to the Customer Service

Message Center and Tools.

To change the display language

—

. Loginto EmployeeTrack Management.

N

Click the globe icon located at the top right of the screen.

@

The language settings appear:

Trade Reports Funding Manage Account Investors' Marketplace Support

Cromblich )

| English D Italiano

Frangais A

Deutsch L o
Espafiol B+
Pyccumia

4. Click the language to which you want to switch the display.

A message appears in two languages - the original language and the newly selected language.

EmployeeTrack Management Users' Guide 20



Chapter 1 Logging Out

For example, if you change the display language from English to Spanish (Espanol), the following

message appears:

5. Click the green check mark to save your changes and dismiss the message.

If you change your mind, click the red X. Your changes will NOT be saved and the display language

will remain unchanged.

Logging Out
To log out of EmployeeTrack Management

1. Click Logout on the main menu.

EmployeeTrack Management Users' Guide 21
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Reports

This chapter describes the functions available in the Reports menu.

The following topics are included:

” Compliance

7 Activity
? Trade Confirmations

? Delivery Settings

Compliance

The Reports > Compliance menu includes the following functions, which are accessible to Compliance

Officers whose employees have accounts with Interactive Brokers:

” Employee Statements
»” Search by Symbol

»” Search by Volume

» Search by Performance
» Statement Views Audit

Employee Statements

The Employee Statements page lets Compliance Officers view and download daily and monthly brokerage
statements for their employee accounts. The page displays the account number and broker for all
employee accounts and lets Compliance Officers view and download PDF or HTML files for employees
with Interactive Brokers accounts, or PDF or CSV (comma-separated values) files for employees with

non-Interactive Brokers accounts.
To use the Employee Statements page

1. Click Reports > Compliance > Employee Statements.

EmployeeTrack Management Users' Guide 23



Chapter 2 Employee Statements

Employee Statements

Uze this page te view and download daily and monthly brokerage statements for employes accounts

Select Account _ Filter By: © Name @ Account @ Reference @ Relationship

Account Account Account Account Account
Account Account
View Statements

To view an Employee Statement, make selections below then click View.

Account Period Format

Name: Account 24415969 [ Monthly T Apr 2011 T
Relationship: Other - L=
Account 24415969
Broker. Scottrade

FDF | =

Date

2. Use the Account Selector to search for employee accounts by Name, Account, Reference or rela-
tionship. In the search results, click an account.

3. Inthe View Statements section, do the following:

o Inthe Period column, use the radio buttons to select either a Daily or Monthly statement.
o Inthe Date field, select either a specific date for a daily statement, or a specific month/year for a
monthly statement.

o Inthe Format field, select your preferred download option:

Select PDF or HTML for employees with Interactive Brokers accounts, or select PDF or CSV for

employees with non-Interactive Brokers accounts.

4. Click View.

o If you selected HTML as the Format, the statement will open in a new browser tab or window.

o Ifyou selected PDF or CSV as the Format, save the file to your computer when prompted.

Here is an example of a PDF-formatted employee statement:

EmployeeTrack Management Users' Guide 24
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Search by Symbol

1'}[}3 EmployeeTrack

Account Information

Aseoust Tee
Azsoust Humbsi
Beshont
Feiasomahg
Positions
Arcoust Symitssd
Option
uso
ABTI2SIRCET S
ABT 1IN 14D
AMGH | JD9ZECHE
AMGH | Z09ZECH0
CELGRIN121Ca8
DO12081B08 25
FEX120E18PIS
LR
HALTIIIC W
HIS 0P
MOSI2IPILE
MOSIZ0T1ECHD
MOSIZ00 P
Total
Municipal Bend
usn
207TTEEERY
EAFIE R
Toksl
Fidelrty Mutual Fend
usn
FEGRK
FOM
Tokal
Commesn Saech
uso
ABT
AN

Search by Symbol

Bescriphon Gwantity

E:Is.; {AET) ABBOTT LABORATORIES MAY 19 ¥2 ¥I7.5 (800

PUT (AT} ABBOTT LABORATORIES JAH 19 13 340 (900 5H5)
CALL (ARGH]) AMGEN INC JAN 21 12 535 (900 SH5)

CALL (ARGH]) ANGEN INC JAN 21 12 340 (900 SH5)

CLALL (CELE) CELGENE CORP JAN 21 12 388 {100 SHE)
CLALL (D0} CASMATMD OFFSHORE JUN 18 12 $40.25 (100 SHS)
PUT (FCX) FREEPOST MCRMORAN ALG 18 12§28 (100 SHE)
CALL () GEMERAL TLECTRIC SO JUN 88 13§20 (100 $uS)
CALL [MAL} MALLIBURTON 0 AN 31 13 538 (100 $045)

BT (HIS) HESS CORP COM FOD T8 13 $55 (100 SHE)

PUT (WOS)MOSAIC COJAN 11 13 $52.5 (100 SHE)

CALL (W05} MOSAIC T2 NEW GO FEB 16 12 §03 (100 5HE)
PUT (MO5) MOSAIC GO NEW COM JUN 18 12 $33 {100 SHE)

B

COKN ST HEG FINALTH ok WTI FIN G W50 04 19000% -
111153012 FIRANCE BOS HEG MTG FINANCE PROJ SERIES E 800

FAYTTE CNTY iKY SC0 CIST M CORF S5m0 04 15000% 10,000
04012020 EADG REV REW BOS SER. 2005 A

FIDELITY BLUE CHP GROWTH 13043
FIDELITY CT MURBCIPAL MIONEY MET SN T

ABBOTY LABORATORIES
AMGIH NG COM Y $00001

&

Employee Statement

Dwcerriber 01, 2011 - Docanbar 31, 211

lariort Price

14000

1. 2000
¥ 4007
40003
33000
LB
1.5300
CELL
O Teh
T
23500

1.2300

109. 558

10704

AT 4300
1000

52,2300
842000

Marked Valoe

0000
22000
133000
.00
20,00
AT400
kL=
Fa bl
™R
100800
13800
D7
R 5ol

28.190.00
hTa1 w0
5100

5E3LES
TR I T
T34 THLES

198, B D
M

Gunarpind: 2014-H-21 07 4503 ECT

The Search by Symbol page lets Compliance Officers generate statements of positions and/or activity for

an employee’s account based on specific symbols. The statements you generate include positions and or

activity for each symbol and are sorted by product type, then currency then symbol.

To use this page, first search for symbols by account, date range (which cannot exceed 365 days) and
positions and or activity. The page returns all matching symbols. Then select one or more symbols and

generate the desired statements. Compliance Officers can view and download PDF or HTML files for

employees with Interactive Brokers accounts, or PDF or CSV (comma-separated values) files for

employees with non-Interactive Brokers accounts.

To use the Search by Symbol page
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Search by Symbol

1.

Click Reports > Compliance > Search by Symbol.

2. Enter search criteria:

o Inthe Account drop-down, select a single employee’s account to search or select All Employee

Accounts to search all employee accounts. You can also select Consolidated to search for sym-

bols for all employee accounts.

o Select Daily or Range in the Period field. If you select Range, select a From and To date in the

Date Range fields. Note that you can select Daily and Range dates back to 2009.

o Select Positions and/or Activity to search for symbols with any positions and/or activity in the

selected account.

Search by Symbol

Use this page to generate statements of positions and/or activity for an employee’s account based on specific symbols

search Criteria

Step 1: Search for Symbaols
Select your symbaol search criteria below, then dick Load Symbols to display a list of symbols that match your search criteria.

Account Period Date Search In...

Daily -'-| |,q,pr 21,2014 !j LI Positions

]

All Emplayee Accounts

Load Symbols =

3. Click Load Symbols to view the results of your symbol search.

 Activity
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Search Criteria

Spep 1: Search for Symbols
Select your symbol search criteria below, then click Load Symbols io display a list of symbols that match your search criteria.

Account Period Dare Search In...

Test Test - U Interactive Brokers vr Range |;| Fios Jul 19, 2013 |;| [¥] Positions [+ Acerivity
To: Apr 21,2014 |=|

Step 2: Select Symbols

Select one or more symbols from the list below, then select your preferred results format and click Submit. To select multiple non-adjacent symbels
from the list, use the Cirl+Click mouse /keyboard combination. To select multiple adjacent symbals from the list, use the Shift+Click mouse | keyboard
combination.

Symbals Resuhs Format
ABX 140425P0001 7000 (ABX 25APRI417.0PF = POF |=
ARMA 140523P00005000 (ARMA 23MAY1450P =
DDD (3D SYSTEMS CORF)

DOD 140425C00070000 (DDD 25APR14 70.0 C)

FB (FACEBOOK INC-A) -

Select one or more symbols from the Symbols list (these are the search results).

Select a format for your search results in the Results Format list.

Select PDF or HTML for employees with Interactive Brokers accounts, or select PDF or CSV for

employees with non-Interactive Brokers accounts.
6. Click Submit to generate the statement.

Click Back to start a new search.

Here is an example of a statement generated from the Search by Symbol page.
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Search by Symbol Results

\ .
¥ Interactive Brokers
Juiy 19, 2003 = Apeil 21, 204

Intsractive: Brokers Canada Inc. 1800 MoGil College Avenue, Suite 2108, Monkreal, Quebec, Cansda kA JE

Search Critenia

ACTRUTH ) u

Sanein] Sty 8, 3003 - Apeil 34, 2014

Bt Pagions. Aoty

Fymbads) MEX ASQATIPO0I TIN0. ARNA HDIZIPROO0NNN0. OO0 OO0 G2 H0000T0000, FEI

Current Account Positions

Sypmbol Cleacription Caaniy Crment Price ke
Siocia
uso
000 0 STETEMS OORR 130 45,0600 4.906.00
L) FACEBDDS INC-A =0 B1.2800 SRR 0
Tetsl 2337800
Bty el v, Do
uso
AEK 14DATEPIOSITOMN AEX, 2LAPATL ATHP £ Didoala £5T
AR, 1408ZIPOA00SN00 AANAZINAYIAED P & 0 305 <50 B8
DOD 1l B5COMTTH003 COD 254FR14 0.0 C A DD LR
Totsl 43038
Trages
e Symissl DataTiss BuySal oty T, Prica [— G Tax
Hocka
usD
[=:] 2150814, 183008 B ] L] S0 (-1- -]
Total OO0 - 483850 LT
FB D808, (345841 BUY o] B3 2500 438500 -A.00
FB DO1EDE0T 100 A BUT g B30 R =i .00
FB a0 10T 0 U g &0 SIHo0 .00
Total FB. £ 1920400 20
Totsl 2868400 200
oot Symicl = L Gty T. Prics: Procmsds CommiTax
[Eguity and indax Opsicns
uso
Garmrpind 140420 30 36 BET Page 1

Search by Volume

The Search by Volume page lets Compliance Officers search all employee accounts for accounts that have
trading volume over a specified value and view a report of the results. Activity includes trades, dividends

and transfers but does not include cash-related activities such as interest or deposits.

The Search by Volume results sorts employee accounts by the number of transactions in descending
order, and include performance in Net Asset Value (NAV) for each account. The results do not specify

specific activity.
To use the Search by Volume page

1. Click Reports > Compliance > Search by Volume.

2. Enter search criteria:
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o Select Daily or Range in the Period field.
o If you selected Daily as the Period, select a specific date from the Date drop-down. If you selected
Range as the Period, select a From and To date in the Date Range fields. Note that you can

select Daily and Range dates back to 2009.

o Inthe Minimum Volume field, enter a volume threshold. The number you enter must be an integer
greater than 0. The results will include employee accounts that have activity volume equal to or

higher than the value you enter.
o Inthe Format field, select your desired output format (H TML/Web or PDF).

Search by Volume
Use this page 1o search for emplayee aceounts with activity velume over a specified minimum. Activity includes asset-related activity such as trades,

dividends and transfers but does mot inclede cash=related activity such as interest or deposits.

Search Criteria
Account Minimum Volume

Period Dare Format
All Employee Accounts Daity [=| Apr21. 2014 |=| 100 HTML/Web m

3. Click Submit.

o If you selected HTML/Web as the Format, the statement will open in a new browser tab or win-

dow.
o Ifyou selected PDF as the Format, save the file to your computer when prompted.

The following image shows an HTML/Web-formatted Search by Volume result with the minimum

volume set to 50.

pY . Search by Volume
4 Interactive Brokers Februsry 1, 2010 - January 4, 2011
Interactive Erokers LLC, T Pickwick Fazl, Creemwich, CT 06830 Exzan AN | Contract All | Pris

=) Search Criveria

Agoountish All Employee Accounts

Diate(s) February 1, 2010 - January 4, 20011

Mnimum Vishame (1]

=) search Results

Accosnt 10 Accoust Hase Bralker Husmnibser of Transsiioe Performane HAY
Account Scotirade 626 = =
ALCOUnt SLOnTRdE 81

Cenerated at- 2014-04-22, 05:41:13 EDT
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Search by Performance

The Search by Performance page lets Compliance Officers search all employee accounts for accounts
with performance greater than and/or less than a specified Net Asset Value (NAV) percentage and view a

report of the results.

The Search by Performance results display employee Account IDs and Names as well as the number of
transactions for each account, and sorts the results by percent change in NAV in descending order.

Performance changes do not include deposits or withdrawals.
To use the Search by Performance page

1. Click Reports > Compliance > Search by Performance.

2. Enter search criteria:

o Select Monthly, Quarterly or Yearly in the Period field.
o Select Month to Date, Quarter to Date or Year to Date, or select a specific month, quarter or year
in the Date field.

o Inthe Performance (%) fields, enter a performance threshold (percent NAV) in either the Greater

Than or Less Than field, or enter a number in both fields to expand your search.

In the Greater Than field, enter a positive number to see all employee accounts that have a per-

cent NAV equal to or greater than the value you enter.

In the Less Than field, enter a negative number to see all employee accounts that have a percent
NAYV equal to or less than the value you enter.
o Inthe Format field, select your desired output format (H TML/Web or PDF).
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Search by Performance

Use this page to search employee accounts by performance, as measured by percent change in Met Asset Value (MAV). Enter a number in either the Greater
Than or Less Than field, or enter a number in both fields

Search Criteria

Account Period Date Performance (%) Format

All Employes Accounts [Monthlv [-] | Month to Date |+ | Greater Than: HTML/Web | ~ |

(held at IB) . — \ .
Less Than: [

3. Click Submit.

o If you selected HTML/Web as the Format, the statement will open in a new browser tab or win-
dow.

o Ifyou selected PDF as the Format, save the file to your computer when prompted.

The following image shows an HTML/Web-formatted Search by Performance result with the

minimum NAYV percentage set to 1.00.

hY . Search by Performance
¥ Interactive Brokers
February 1, 20016 - February 10, 2016

Interactive Brokers LLC, Two Pickwick Plaza, Greenwich, CT 06330 Expand All | Contract All | Print
() Search Criteria
Accountis) All Employes Accounts
Period Month to Date
Dates February 1, 2016 - February 10, 2016
Ferformance = 0%or < -1%
Performance Measure Simple Return
(¥ search Results
There are no matches for the specified search criteria.

Generated at: 2016-02-11, 15:09:09 E5T

Statement Audit Report

The Statement View Audit page lets Compliance Officers look at all employee statement views for a single
month. The Compliance Officer selects a date (month and year), then can view all statements pending
review, all statements that have been reviewed, and all statements not available for review for the specified

month.

To use the Statement Views Audit page

EmployeeTrack Management Users' Guide 31



Chapter 2 Statement Audit Report

1. Click Reports > Compliance > Statement Views Audit.

Manage Account Manage Employees Support Logout BETA

Statement Audit Report

Use this page to review all employee statements views pending review, all employee statements that have been reviewed, and all employee statements not
available for review for a single month. Click a section below to expand that section.

View Statement Audit Report

To view the Statement Audit Report, make selections below then click View

Period: Monthly
Date: May 2017 v

! Only show statements with no activity.

2. Optionally, check Only show statements with no activity. If enabled, the report will only show
statements with no asset activity for the selected date.

3. Selecta month and year from the Date drop-down, then click View.
4. There are three views:

o Statements Pending Review - A list of statements pending review, including a link to view each
statement.

o Statements Reviewed - A list of statements reviewed, including who reviewed each statement
and the date on which they reviewed it.

o Statements Not Available - A list of statements not available to be viewed.

Statements Pending Review
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Statement View Audit Report

Statement View Audit Report for: Sep 2011

\¥/) Statements Pending Review

\¥) Statements Reviewed

¥ Statements Not Available

Statements Reviewed

Sratement Asdnt Reporn for: Jan 2013

(¥ Statements Pending Review

(¥ Statements Reviewed

Hame Acoownt Broker Relationship Reference ID Reviewed By Rewview date
Applicant Interactree .. Employees All kathyES Feb 21, 2013
Applicans § Inreracirve Employes M iAT karhy(ES Feb 21, 2003
Trade It ‘ Interactive .. Emplayee - kathy (65 Feb 21, 2013

':__,- Statements Mot Available

Statements Not Available
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Staverment Audit Report for: Jan 2013

¥ Statements Pending Review

¥/ Statements Reviewed

¥ Statements Mot Available

Mame Account Eroker Relstions g Reference I} Remarks

Imteractiee Employes - Account Pending
-- Imteractiee Emiployes -— Account Pending
- Imteractree Emiployes -— Account Pending
- Imteractree . Emiployes -- dccount Pending
-- Interactree .. Employes -- Account Pending
-- |REEFASireg Employes -- Accaiant Pending
ALEoing Sconrade Cuher - Lasy Available Apr 2011
Account E*Trade Onber == Last Available Dec 2010
Account E*Trade Onher == Last Available Dec 2010
Agcount Chase Irvest. Oaher - Last Available Dec 2011
Account Scottrade Dither -- Lazt Available Apr 2011
Account Fidebity Dther - Last Available Dec 2011
Account Fuclebity Daher -- Last Avaslable Dec 2011
Applean Imteracivee .. Employes -— Account Abandoned
Test Test Interactive Employes .= Agcount Pending

Click the arrow to expand or collapse a view. A sample of each view is shown below.
Click Review All to approve all the statements in the list at once. The page will refresh and say, "All

Statements have been reviewed."

Refresh =» Review All =
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Activity

The Reports > Activity menu includes the following functions, which are intended for Compliance

Officers whose linked employees have Interactive Brokers accounts:

» Activity Statements

» Activity Flex Queries

? Batch Reports

Activity Statements

Activity Statements include information about your linked employees’ IB account activity, which can be

generated on a daily, monthly, and yearly basis for all of your employees’ IB accounts.

Information included in an Activity Statement is presented in expandable and collapsible sections with click-
down detail. There are three default statements to choose from, but you can also create your own

customized statements to include or exclude individual sections as well as set various other options.

Default Statements

” Default Full - includes all sections in the statement.
»  Default Simple - a simpler monthly or daily view that excludes some sections from the statement.
” Default Summary - a simple summary statement that includes only these sections: NAV Summary,

Profit and Loss Summary, Account Detail Section: Positions and Trades, Cash Report.

Activity Statement Archive Policy
» We provide access to activity statements as follows:

» Daily account statements are available for the entire previous calendar year and from the start of the

current calendar year. That means that if it is December 31st, you can view daily activity statements for
the entire year up to that date AND for the entire previous calendar year, essentially giving you up to

two years of data.

» Monthly account statements are available for the two prior years.

» Annual account statements are available for the three prior years.

” You can obtain account statements older than this for a processing fee of $100 for the first statement

requested, plus $25 for additional statements requested at the same time.
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Viewr Statements

Tao viaw &0 adivity staternant, make selections balow then dick View.

Avadable Statements Drate () Account{s] Format Largiage
[Fill Gafaie e | e Sl = — [HTHM"'I.I’EH 1‘] [Engll:h- v.J

W

Catw Fabruary 07, 2011 %

Customize Statements (gplsind

To cramte and adit your own oustormiesd Stabarments, make selections balow than dick Sawe.

S SR S —

Sechons)
Can C Sutgoing Trade Transfers || Elignt Faar
[ account tnfermnatian ] ursattied Transfars [ other Fass
[ st Aasat Valin (HAM) Surem ey O urbssked Trades O papesits snd wishdruwals
D Hat Assat Value(Mav) Value Tirme Seres D.ﬂdjulhﬂtnts D Irterast Acoruals
[ wrm pasformance Summany [ option cash settdamants [ change in Dividend secnuals
[J Raslized & Unrealized B Summary [ 1aa sotas EWM

Activity Statements in EmployeeTrack Management are identical to those in Account Management. The
only difference is that in EmployeeTrack Management, only active employee IB accounts appear in the

Accounts list.

Viewing an Activity Statement
Guidelines for Viewing Activity Statements
Make a note of the following guidelines when viewing activity statements:

” Compliance Officers can select one or more linked employee accounts from the Account(s) list or Con-
solidated to view all employee IB account activity in daily statements and statements with a custom
date range.

” Monthly statements are generally available by five business days after the close of a month.

” Annual statements are available by January 31 under normal circumstances.
To view an activity statement from Account Management

1. Click Reports > Activity.
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o To include activity from accounts you have recently closed, select the Include Closed Accounts

check box.

Activity Statements
Use this page 19 view actraty staterments and create and veew cudlormzed statements

View Statements

Te view an Actrvity Statement, make selections below then click View

Statements Danefs) Account(s) Format Language
Default Full [-I Period: | paily <] Consoidared — [ERIITNTRTTY Y R T =]
Date February 20, 2013 [~ ‘ . |

¥ ) Customize Statements

2. Inthe View Statements section make the following selections:

o Inthe Template list, select the statement you want to use for the statement. Select Default Full to
include all sections in the statement, Default Simple to view a simpler monthly or daily view that
excludes some sections from the statement, Default Summary to view a simple summary state-
ment that includes only a few sections, or select one of your own saved customized statements.

o Inthe Date(s) field, select the period (Daily, Custom Date Range, Monthly or Calendar Year). For
Custom Date Range, select the From and To dates, which define the period covered by the state-
ment. For Daily statements, you can select a specific date or the last business day. For Monthly
statements, you can select the last month or a specific month. For Calendar Year (annual) state-
ments, you can select a specific year.

o In the Account(s) field, select the account to report on, or select Consolidated to include all
accounts in daily statements and statements with a custom date range. If you chose to include
closed accounts, those accounts appear in the list.

o Inthe Format field, select either HTML/WEB or PDF, depending on how you want to view the
statement.

o Inthe Language field, select a language.

3. Click View to generate the activity statement. If you selected PDF as the Format, you will be promp-

ted to open the generated report or save it to your computer.
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You can expand and collapse each section of the statement individually. Click the slate blue section

heading bar to expand a section, and click it again to collapse it.

The following figures show two views of a typical HTML/WEB-based activity statement. The first
figure shows the statement with all sections collapsed, while the second shows the statement with
some sections expanded. Note the links in the upper right corner of the statement; these links let you

expand all sections in the statement, collapse all sections in the statement, and print the statement.

i . Activit tement
% Interactive Brokers ST Stf...i. |.e?o|4
Inabractive Beokers LLC, Twe Pickwick Mars, Cresmwich, CT 05830 Helg | Expand A6l | Consract All | Pring
&l Account Information ?
=l Met Asset Value
&l Mark-to-Market Performance Summary in Base 7
*) Realized & Unrealized Performance Summary in Ease 7
Bl Open PoOSITIons 7
&) Forex Balances 7
=) Trades ?
» Corporate Actions 7
&l Deposits & Withdrawals (&) Fees
&) Dividends = Withholding Tax 7
=) Interest
&l Client Fees 7
=) Convract Informarion 7
&l Codes ?
x) Motes/Legal Motes
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% Interactive Brokers SR Sl::.inli:rf
Inabractive Brokers LLC, Twe Pickwick Mars, Cresmwich, CT 05830 Helg | Expand A6l | Consract All | Pring

=) Account Information 7
Bl Net Asset Value

=) Mark-to-Market Performance Summary in Base 2
*) Realized & Unrealized Performance Summary in Base ?
El Open Positions =
=) Fores Balances ?
(&) Trades 2
=) Corporate Actions 2
&l Deposits & Withdrawals (&) Fees

=l Dividends = Withholding Tax ?
=) Interest

=) Client Fees 2
=) Convract Informarion 2
=l Codes q
= Motes/Legal Motes

Customized Statements

You can create and save customized statements that let you exclude unnecessary information from activity
statements for your linked employees with Interactive Brokers accounts. When you create a customized

statement, you select only those sections that you want to include in your activity statement.
To create a customized activity statements

1. Click Reports > Activity.

2. Scroll down to the Customize Statements section of the page.
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%) ;
¥ Custormize Statements
Create and edit your own customized statements by making selections below. Chick Sawe to submit your selections

Create Mew/ f :l
Select 1o Edit _Fr!ueNewB Statement Mame

Sections:
=1 an T Dutgoing Trade Transfers T Client Fees
7] Account Infermation [T Unsented Transiers [T Advisar Fees
1 Met Asset Value (HAV) Summary [ Unbocked Trades [ other Fees
Ul Met Asser Value(MAY) Value Time Sernies B Adjustments 7] Interest Accruals
T MTM Performance Summary [ Oprian Cash Serntlements [T thange in Dividend Accruals
:_: Realized & Unrealized P/ L Summany . 1BG Motes ._ Open Dreidend Accruals
| Month & Year to Date Summary | :Withhn-klinu Tax "] Broker Interest
T Cash Repoim I Transaction Tax [T Bamd nverest
: . Change in Podstson Value Corparate Acthions : :-EFD Charges
| Positicns L Transfers (ACAT, Internal) I Soft Dollar Activity
Ll Trades B Dividends | -.chun'r\' Information
Tl neaming Trade Transfers [ Payment in Lieu of Dividends [T Barrews  Loans
| Draily Conversion Rates _ Deposits and Withd rawals ..\ Borrow | Loan Fees
U] Transaction Codes
Dpiienal Sections
] MTM P/L on Priar Pericd Pesitions
T statement of Funds
| Unbundled Commission Details {available in dailies only)
U] Orprians Distribution by Expiraticn
_. Crpteon Exercrses, Assgnments and Expiraticns
| Transaction Summany
] Hide denails for Positions, Trades and Client Fees sections
7] Group buys and sells per symbal in Trades section
_I Combine by underlying in Month & Year to Date Summary section
| Display Account Alias in place of Account ID
U] Display canceled trades
Profit sed Lasa: |HTM and Realized PiL F|
—
H yow wauld like your cus d 51 s delivered by email or FTP on & daily or monthly basis, complete the following fields, then go to Repor

Management > Delivery Sernings 1o select the statements(s) 1o be delivered

Accounts): Consalidated H
ey reios [0 [
—

Language: [ Enalish E]
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Select Create New, then enter a name for the statement. You can also edit an existing template and
save it under a new name.
Select the check box next to each section you want to include in an activity statement. Select ALL to

include all sections in your statement.

5. Select the check box next to each section that you want to include them in your statement.

6. Select the check box next each optional section that you want to include in your statement.

7. Select the check box next each item in the Section Configurations section that you want to include in

10.

your statement.

In the Profit and Loss list, select the profit and loss format for the statement. Select Realized &
Unrealized and MTM, Realized & Unrealized only, MTM only, or None.

If you are an IBExecutions Services customer, in the Statement Type list, select either Activity State-
ment or Execution Settlement. Execution Settlements show activity by settlement date instead of
trade date. If you select Execution Settlement, filter the settlement by broker name or broker account

using the fields provided.

If you are an IBPrime Services customer, in the Statement Type list, select Activity Statement, Prime
Settlement or Projected Prime Settlement. Prime Settlements show activity by settlement date; Pro-

jected Prime Settlements show activity by projected settlement date.

If you want to view your statements on your mobile device, in the Statement Type list, select Mobile
Summary. The Mobile Summary is a scaled-down statement designed to be viewed on a mobile
device.

Click Save to save your statement.

Click Cancel if you do not want to save your statement.

Selecting Profit and Loss

Profit and loss across all transactions, positions and asset types is calculated under First In, First Out
(FIFO) and Mark-to-Market (MTM) methodologies by default.

» FIFO accounting is used for stocks, security options, single stock futures and FOREX.

» MTM accounting is used for futures and futures options.
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With the FIFO method, a closing transaction is matched with the cost basis of the earliest transaction in the
position to determine realized profit or loss (the difference between your entry execution cost and exit
execution cost). MTM shows how much profit or loss was made in current trading. The MTM calculations
assume all open positions and transactions are settled at the end of the day and new positions are opened

the next day.

Settings for Delivered Statements

You can specify additional information for customized activity statements that you want to be sent via email
at the bottom of the Activity Statements page. Enter the following information for statements that will be

delivered via email:

?* Account: Select account ID or CONSOLIDATED.
7 Activity Period: Select Daily or Monthly.
? Format: Select HTML/WEB or PDF.

» Language: Select your language.

If wou would like your custemized statements delivered by email or FTP on a daily or monthly basis, complete the follewing fields, then go 1o Reporr
Management > Delivery Sernings to select the statements(s) to be delivered

Account{s): Consolidaned |v
Activity Period: Daily |=
Format: HTML Web =

Languarge | English f-.;

m

You select customized activity statements for delivery on the Delivery Settings page.

Activity Flex Queries

The Activity Flex Queries page lets you create highly customized report templates for Activity Statements
for your employees with Interactive Brokers accounts. Flex queries let you specify exactly which fields you
want to view in your Activity Statement or Trade Confirmation report, the time period you want the report to
cover, the order in which you want the fields to display, and the display format, TEXT or XML, in which you

want to view your report.
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Activity Flex Queries in EmployeeTrack Management are identical to those in Account Management.

You can create multiple templates with different fields for each statement. All of your templates are stored
in Account Management, and can be easily run from the Activity Flex Queries page. An Activity Flex Query
is different from an Activity Statement customized template in that you can customize a flex query at the
field level, allowing you to include and exclude detailed field information. Activity Statement customized

templates only let you include and exclude sections.

You can also add default Flex queries for Trades and Positions, then use those queries as the basis for

your own by editing them.
To use activity Flex queries

1. Click Reports > Activity > Flex Queries. Any Activity Flex Queries that you previously created are

listed on the page.

Activity Flex Queries

Use thid page to create Actrvity Flex Quemnes, which are highly customized text- or XML-bated report templates for actrerty statements.,

B Create Mew Flex Query

Saved Flex Queries

o Name Run Edit Delete
E4660 DefaultPositions (g E ) '8
64659 DefauliTrades E & E

2. Perform one of the following tasks:

o Torun an existing query, click Run for the query.
o Todelete an existing query, click Delete.
o To add the Default Trades query, click Add Default Trades Query.
To add the Default Positions query, click Add Default Positions Query.

Note that when you add a default query to the list, the link disappears from the page. If you delete

a default query from the list, the link re-appears.
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o Tocreate a new query, click Create a New Query, complete the form as required to select the

fields to include in the report, and click Save Query.

o To edit an existing query, click Edit for the query, then make your changes to the query and click

Save Query.
3. Setupanew query as described below:

In the General Configuration section, enter a name for the query, select an output format (XML or
Text; if you select Text, enter additional information about the text separator to be used in the text
file), select an employee account (or select ALL for all accounts or CONSOLIDATED), and choose

whether or not to include an Account Alias in place of Account ID.

Ceneral Configuration

Dueery Mamse: |

Output Farmart ML |-|
Conselidated o
ACCounts All
I
________ AL
BAccount Alias; . Display Accownt Alias in Place of Account 1D
Include Canceled Trades: Mo =
Include Curnrency Rates Mo | =

In the Date Configuration section, select the period to be covered by the query or enter a custom

date range.

Date Configuratscn

Pericd [ Select Ome - |
@
From Date Select One i-r
Ta Dare [ Select One [=]
| Ini—

Select fields to include in the report in each section by highlighting the fields in the Fields Available
list, then using the green right arrow to move the fields to the Fields Included list. Use the green left

arrow to move fields from the Fields Included list (and exclude the fields from the report).
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Trades

You may also select the level of detail for Trades vo be Orders, Executions or both, The default level of detail is Executions,

Fields Available Fields Included
FiRateToBase - b Account 1D |= ..j_
Caonid Currency
cusiP Lol |Asset Class |
1CakE i3 I.r__l__l s \}'
Lewvel of Detail
:
Orders B

The saved query will now appear in the list of saved queries on the Activity Flex Queries page.

Batch Reports

Requests for Activity Statements and Activity Flex Queries with a large amount of activity are placed in a
queue for batch processing. Specifically, any Activity Statement or Activity Flex Query request that includes
over 20,000 activities (activities are mostly trades but can also include transfers, dividend payments,
corporate actions, etc.) or over 250 accounts will be automatically submitted for batch processing. If you try
to view one of these reports, you will receive a message indicating that it has been submitted for batch

processing.

You can view the status of these requests on the Batch Reports page. Activity Statements and Activity Flex

Queries listed on the Batch Reports page have one of the following statuses:

” Queued - The report has been placed in the queue and will be generated as soon as possible.

” In Progress - The report is currently being generated.

” Completed - The report has been generated and can be viewed/downloaded. Completed batch
reports are available for seven days.

” Failed - The report generation failed.
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Batch Reports

Thiz page displays Activity Statement and Activity Flex Query requests that could not be generated in real time due 1o excessive activity. These requests will
be queued for baich processing and you can check the status of the requests on this page.

Available Batch Reports
Requested By Request Date Statement Type Staternent Summary Smatus Action

DefauitFull; U (Consolidated); Queued

2015-10-23 Activity Statement 20141103-20151022

Refresh @

To view the status of reports queued for batch processing

1. Click Reports > Activity > Batch Reports.

2. Anyreport with a status of Completed can be viewed and/or downloaded immediately. Click the
View link to view an HTML or PDF report or download a PDF report or Flex Query.

3. Ifabatch report has a status of Failed, try running the report again. If it fails again, contact Customer
Service.

4. Click the Refresh link in the lower right corner of the page to refresh the list of available batch

reports.

Trade Confirmations

The Reports > Trade Confirmations menu includes the following functions, which are intended for

Compliance Officers whose linked employees have Interactive Brokers accounts:

? Trade Confirmation Reports

? Trade Confirms Flex Queries

Trade Confirmations

Trade confirmations let you generate a report that shows real-time trade confirmations for all of your linked
employees’ IB accounts, including executions from the start of the year up through the most recent trades.

On the report, trade confirmations are listed separately by asset class.

Trade Confirmations in EmployeeTrack Management are identical to those in Account Management.
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Trade confirmations are available for the entire previous calendar year and from the start of the current
calendar year. That means that if itis December 31st, you can view trade confirmations for the entire year

up to that date AND for the entire previous calendar year, essentially giving you up to two years of data.
To generate a trade confirmation report

1. Click Reports > Trade Confirmation.

Trade Confirmations
Use this page to weew trade confirmation reports.

View Trade Confirmations Reports

To wiew a Trade Confirmatson report, make selections below then click View.

Account Duate Farmat Language

| Consalidared Iv' Pervod Dhaily |+ HTML-W!hlv | English |+

—_— _——— o
Date: February 21, 2003 | =|

2. Onthe Trade Confirmations screen, make the following selections:

o Inthe Account ID list, select the account for which you want to generate a trade confirmation
report, or select Consolidated to vew trade confirmations for all employee accounts.

o Inthe Date field, select the date for the report.

o Inthe Format field, select either HTML/WEB or PDF, depending on how you want to view the
statement.

o Inthe Language field, select a language.

3. Click Viewto generate the report. If you selected PDF as the Format, you will be prompted to open

the generated report or save it to your computer.

Trade Confirms Flex Queries

The Trade Confirms Flex Queries page lets you create multiple, customized report templates for trade
confirmations for your linked employees with Interactive Brokers accounts. A trade confirmation Flex query

lets you specify the exact fields you want to view in your report, the time period you want the report to
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cover, the order in which you want the fields to appear in the report, and the display format for the report.
You can create multiple Flex queries with different fields for each query. All of your Flex queries are stored

in EmployeeTrack Management.

Trade Confirms Flex Queries in EmployeeTrack Management are identical to those in Account

Management.
To use Trade Confirm Flex queries
1. Click Reports > Trade Confirmations > Flex Queries.

Trade Confirmation Flex Queries

Use this page to create Trade Confirmation Flex Queries, which are haghly customized text- or XML-based report templates for Trade Confirmatson
PG

l-' Create Mew Flex Query !‘ Create Default Flex Query

Saved Flex Queries

You do not have any saved Flex Queries. Click one of the buttons above to create a new Flex Query.

2. Do any of the following:

o To create anew query, click Create New Flex Query.

o To run an existing query, click Run for the query.

o To edit an existing query, click Edit for the query, then make your changes to the query and click
Save Query.

o To delete an existing query, click Delete.

o Toadd the Default Trade Confirmation Flex Query, click Create Default Flex Query.

Note that when you add a default query to the list, the button disappears from the page. If you delete

a default query from the list, the button re-appears.
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Trade Confirmation Flex Queries

Use this page 1o create Trade Confewmaton Flex Quenes, wheth ane heghly customzed text- or XML-based report templates for Trade Confirmation
repors

B Create Mew Flex Chsery

saved Flex Queries
] Masme Run Edit Delete
64790 DefaultConfirms ] |8 F

If you clicked Create New Flex Query, a new page appears on which you create your new flex

query. Enter information in the General Configuration and Date Configuration sections.

Ceneral Configuraticn

Queery Name

Owiput Format

AML 1r.|

Consolidated L

Acoownts: All

Agcount Alias | Display Account Alias in Place of Account 1D

Include Canceled Trades Mo |-

Dare Configuration

Pericd Selecy Ore .r]
or

Fram Chane [ Setect One '--
Tao Date Select One '-

Trade Confirmations Configuraticn

Fields Available

Chentfccount!D
CurrencyPrmany
AsseiClass

Bl

Feelds Incladed

= -l 4

= 5

v

=

Lewel of Detail
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o Inthe Query Name field, enter the name of the flex query.

o Inthe Output Format list, select Text or XML. If you select Text, you must also choose a delimiting
character (comma, pipe or tab character), and optionally choose to include header and trailer
records; column headers; and section code and line descriptors.

o Select the account or accounts whose trade confirmations you wish to include.

o Select other options as required.

o Inthe Period list, select the period for the flex query, or enter a range of dates in the From Date

and To Date fields.

4. Inthe Trade Confirmation Configuration section, Select the fields to include in the Flex Query in by
highlighting the fields in the Fields Available list, then using the green right arrow to move the fields to
the Fields Included list. Use the green left arrow to move fields from the Fields Included list (and

exclude the fields from the report).
5. Inthe Trade Confirmation Configuration section, select your desired level of detail: Symbol Sum-

mary, Order or Execution. Execution is the default setting.
6. Click Save Query.

The saved query will now appear in the list of saved queries on the Activity Flex Queries page.

Settings

The Reports > Settings menu gives you access to report-related settings, including delivery settings, on

the following pages:

» Activity Statements and Trade Reports - Select delivery settings for your customized activity state-

ments.
” Flex Queries - Select delivery settings for your saved Flex Queries.

” Flex Web Service - Access your pre-configured flex queries via HTTPS protocol without logging into

EmployeeTrack Management.
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Delivery Settings for Activity Statements and Trade Reports

The Delivery Settings page lets you set up email delivery for daily and/or monthly Activity Statements and
any Activity or Trade Confirmation Flex queries you have created for your linked employees with
Interactive Brokers accounts. You will only see Activity Statement Flex and/or Trade Confirmation Flex

sections of the page if you have created Flex queries.

1. Click Reports > Settings > Activity Statements & Trade Reports.

All saved daily and monthly activity statements, and saved activity and trade confirmation flex quer-

ies are listed on the page.

Note that if you have not created any flex queries, the Activity Statements Flex and/or Trade Con-

firmation Flex sections do not appear.

Delivery Settings for Activity Statements and Trade Reports

Use this page to set your notification preferences for Activity Statements and Daily Trade Reperts, and your preferred delivery mode for your saved
customized Activity Statements.

Daily Activity Statement Delivery

If you have any saved customized Daily Activity Statements, select your preferred delivery method and enable delivery for cach statement below., If you
want your starements delivered via FTP, you must request it before that option is available. You can also encrypt your statements, but you must first
request encryption and provide a public key to enable the option below.

Delivery Method 2 Email FTP
Encryption

Statement Name Enable Delivery
All I

Trades &

chineseSimple

Monthly Activity Statement Delivery

You have not saved any customized Monthly Activity Statements. Go to Reports > Actrity > Custormize Staternents to create and edit your own
customized Monthly Activity Statements.

Employee Statement Notifications

il %Send notification when an employee statement is available (daily only if activity, monthly abways).

Submit =
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2. Inthe Daily and/or Monthly Activity Statement Delivery section:

o Select either Email or FTP as the delivery mode.

o Click the Encryption check box to encrypt your statements. You must request FTP delivery and
Encryption to enable those options. Contact your IB Sales Representative to make these
requests.

o For each statement listed, click the Enable Delivery check box to enable delivery using the selec-

ted delivery mode..

Note that this section only appears if you have specified delivery settings in the customized state-

ment on the Activity Statements page.

Employes Starement Motifications

Send notification when an employee itaterment 15 avalable (daby anly of actreity, manthly abssys).

3. Inthe Employee Statement Notification section, click the check box if you want to be notified when

an employee statement is available.

Delivery Settings for Flex Queries

Use this page to set your preferred delivery mode for your Activity Flex Queries and Trade Confirmation

Flex Queries. Note that delivery settings are only available on this page for your saved Flex Queries.

1. Click Reports > Settings > Flex Queries.
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Delivery Settings for Flex Queries

Use this page to set your preferred delivery mode for your Activity Flex Queries and Trade Confirmation Flex Queries. Note that delivery settings are only
available on this page for your saved Flex Queries

Activity Flex Query Delivery

Select your preferred delivery method and enable delivery for each saved Flex Query below. If you want your Flex Queries delivered via FTP, you must
request it before that option is available. You can also encrypt your Flex Queries, but you must first request encryption and provide a public key to
enable the option below.

Delivery Method ) Email - FTP
Encryption

Flex Query Mame Enable Delivery
TEST ALL

TEST CONSOLIDATED
Test

manth

Trade Confirmation Flex Query Delivery

Select your preferred delivery method and enable delivery for each saved Flex Query below. |f you want your Flex Quernes delivered via FTP, you must
request it before that option is available. You can also encrypt your Flex Queries, burt you must first request encryption and provide a public key 1o
enable the option below.

Delivery Method ! Email FTP
Encryption

Flex Query Name Enable Delivery
DefauhtConfirms il

Test ALL TCF

Test2

2. Selectyour preferred delivery method and enable delivery for each saved Flex Query that you have

created.

o Select Email or FTP as the Delivery Mode.

o Click the Encryption check box to encrypt your statements.Note: You must request FTP delivery
and Encryption to enable those options. Contact your IB Sales Representative to make these
requests.

o Foreach Flex Query listed, click the Enable Delivery check box to enable delivery using the selec-

ted delivery mode.

3. Click Submit.
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Using the Flex Web Service

The Flex Web Service lets you access your pre-configured flex queries via HTTPS protocol without logging
into EmployeeTrack Management. This feature lets you write automated client software in your preferred

language, which can request previously defined Flex queries in real-time.

There are currently two versions of the Flex Web Service available:

? Version 2 - Version 2 is the default version if you do not specify a specific version in your query.
» Version 3 - Version 3 returns more meaningful error messages.

Flex Web Service Version 2

To use the Flex Web Service Version 2

1. Click Reports > Delivery Settings > Flex Web Service.
Flex Web Service

Use this page to actrvate or deactreate the Flex Web Sennce. You will need generate a token to initiate Flex Query requests and refneve Flex Queries using
this service,

Flex Web Service Status Inactive

i e
2. Activate the Flex Web Service by clicking the Click Here to Activate link.

The page refreshes, indicating a status of ACTIVE for the Flex Web Service, and lets you generate a

confirmation number, which you will need to initiate Flex requests and retrieve Flex reports.
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Flex Web Service

Use this page 1o activate of deactivate the Flex Web Service, You will need generane a token 1o initiate Flex Query requests and retrieve Flex Quernes using
this service

Flex Web Service Status Auctive

Click here to Deactivate

Current Token Details
Current Taken 4627274045
MActive For Period Mon Jan 14 07:22:30 EST 2013 - Mon Jan 14 13:22:30 EST 2013

Valid For IP Address

Cenerate New Token

Ceneratang & new token will snwaludate the current 1oken.
Willl Excpire Afyer |E Hrs |1-.

Valid For IP Address
{leave blank for no IP-based restniction)

3. Generate a new token:
a. Inthe Should Expire After list, select the amount of time before the token expires. The token is
valid for a 6 hour period by default.
b. Inthe Valid For IP Address field, enter an IP address to restrict the token to that IP address. If
you leave this field blank, there will be no IP address restrictions.

c. Click Generate New Token.

The page refreshes, updating the Current Token Details section with information about your

newly-generated token. When you generate a new token, you invalidate the current token.

4. Initiate an automated Flex Web Service request:

a. Make sure you have the following information:

Your current token (displayed in the Current Token Details section of the page)

The Flex Query ID generated when you created the Flex query.

Programmatic access requres the User-Agent HT TP header to be set. Accepted values are:

Blackberry or Java
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b. Type the following URL in your browser’s Address field:

https://www.in-

ter-
activebrokers.com/Universal/serviet/FlexStatementService.SendRequest?t=TOKEN&q=QUER'
ID&v=2

Where:

TOKEN is your current token

QUERY_ID is the Flex Query ID

v=2 specifies that you are using Flex Web Service Version 2. Note that if you omit this para-

meter, the system will use Version 2.
You will receive an XML response from IB containing the following information:

» Reference Code - If the request was successful, the XML response will contain a numeric
reference code. This code will be used to retrieve the generated Flex query. If the request
was unsuccessful, you will receive an error message as the code.

o Response URL - This is the URL to be used to retrieve the Flex report.

Here is a sample successful XML response using Version 2:

<FlexStatementResponse timestamp="28 August, 2012 11:26 AM EOT"-
<code=5 372466165 < code>

curl=https: /fwww. interactivebrokers. com/Universal /servlet/FlexStatementService. GetStatement</urls
</FlexstatementResponses
Here is a sample unsuccessful XML response Version 2:

<FlexStatementResponse timestamps"28 August, 2012 11:26 AM EDT":
ccodexInvalid request or unable to validate request. <fcodes
surl=https: /fwew, interactivebrokers., com/Universal/serviet/FlexStatementService, GetStatement </urls>

</FlexStatementResponses
5. Retrieve the Flex data:
a. Be sure that you have your current token number, and the reference code you received as
part of the response to your initial request.
b. Type the following URL in your browser’s Address field:

https://www.interactivebrokers.com/Universal/servlet/FlexStatement
Service.GetStatement?q=REFERENCE_CODE&t=TOKEN
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&v=VERSION

Where:

REFERENCE_CODE is the code you received as part of the response when you placed the
request

TOKEN is your current token

VERSION is the version of the Flex Web Service Version you are using. You can set this to 2

or 3. Note that if you do not specify a Version, the system will use Version 2.

You will receive the Flex data as the response if the request was successful. Otherwise, you will
receive a XML based response informing you that the request was invalid. Here is an example of
an unsuccessful request to retrieve the Flex data:

<FlexStatementResponse timestamps"28 .Al.llgust, 2012 11:26 aM EDT"»
zcode=Invalid request or unable to walidate reguest, </codes
z/FlexStatementResponses

For more information

» Using the Flex Web Service

»* Flex Web Service Version 3

Flex Web Service Version 3

To use the Flex Web Service Version 3

1. Click Reports > Delivery Settings > Flex Web Service.

Flex Web Service

Use this page to actrvate or deactreate the Flex Web Serace. You will need generate a token to initiate Flex Query requests and retmeve Flex Queries using
this servite.

Flex Web Service Status Inactive

Clih Act

2. Activate the Flex Web Service by clicking the Click Here to Activate link.

The page refreshes, indicating a status of ACTIVE for the Flex Web Service, and lets you generate a

confirmation number, which you will need to initiate Flex requests and retrieve Flex reports.
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Flex Web Service

Use this page 1o activate of deactivate the Flex Web Service, You will need generane a token 1o initiate Flex Query requests and retrieve Flex Quernes using
this service

Flex Web Service Status Auctive

Click here to Deactivate

Current Token Details
Current Taken 4627274045
MActive For Period Mon Jan 14 07:22:30 EST 2013 - Mon Jan 14 13:22:30 EST 2013

Valid For IP Address

Generate New Token
Ceneratang & new token will snwaludate the current 1oken.
Willl Excpire Afyer |E Hrs |1-.

Valid For IP Address
{leave blank for no IP-based restniction)

3. Generate a new token:
a. Inthe Should Expire After list, select the amount of time before the token expires. The token is
valid for a 6 hour period by default.
b. Inthe Valid For IP Address field, enter an IP address to restrict the token to that IP address. If
you leave this field blank, there will be no IP address restrictions.

c. Click Generate New Token.

The page refreshes, updating the Current Token Details section with information about your

newly-generated token. When you generate a new token, you invalidate the current token.

4. Initiate an automated Flex Web Service request:

a. Make sure you have the following information:

Your current token (displayed in the Current Token Details section of the page)

The Flex Query ID generated when you created the Flex query.

Programmatic access requires the User-Agent HT TP header to be set. Accepted values are:

Blackberry or Java.
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b. Type the following URL in your browser’s Address field:

https://www.in-

ter-
activebrokers.com/Universal/serviet/FlexStatementService.SendRequest?t=TOKEN&q=QUER'
ID&v=3

Where:

TOKEN is your current token

QUERY_ID is the Flex Query ID

v=3 specifies that you are using Flex Web Service Version 3. Note that if you do not specify a

Version, the system will use Version 2.
You will receive an XML response from IB containing the following information:

o Status- If the request was successful, Status will be Success. If the request was unsuc-
cessful, Status will be Fail.

» Reference Code - If the request was successful, the XML response will contain a numeric
reference code. This code will be used to retrieve the generated Flex query.

« Response URL - This is the URL to be used to retrieve the Flex report.

Here is a sample successful XML response Version 3:

<FlexStatementResponse timestamp="28 August, 2012 10:37 aM EDT">

<Status>Success</Status>

<ReferenceCode>1234 567890 </ReferenceCodes

<URL=https: Mfwww. interactivebrokers, com/Universal fserv]et/FlexStatementService, GetStatemant </URL >
</FlexStatementResponsex

If the request was unsuccessful, the response will contain the following parameters:
<Status>Fail</Status>

<ErrorCode>XXXX</ErrorCode>

where XXXX = a numeric error code.

<ErrorMessage>TEXT</ErrorMessage>

Where TEXT is a text description of the specific error.

See Version 3 Error Codes for a list of all error codes and error messages.

Here is a sample unsuccessful XML response Version 3:
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<FlexStatementResponse timestamp="28 august, 2012 10:37 aM EDT"=>
<Status=Fail</Statuss

<ErrorCode>1012 </ErrorCodes

<ErrorMessage=Token has expired. </ErrorMessage:
</FlexStatementResponses

5. Retrieve the Flex data:
a. Be sure that you have your current token number, and the reference code you received as
part of the response to your initial request.

b. Type the following URL in your browser’s Address field:

https://www.interactivebrokers.com/Universal/servlet/FlexStatement
Service.GetStatement?q=REFERENCE_CODE&t=TOKEN
&v=VERSION

Where:

REFERENCE_CODE is the code you received as part of the response when you placed the
request

TOKEN is your current token

VERSION is the version of the Flex Web Service Version you are using. You can set this to 2

or 3. Note that if you do not specify a Version, the system will use Version 2.

You will receive the Flex data as the response if the request was successful. Otherwise, you will
receive a XML based response informing you that the request was invalid. Here is an example of
an unsuccessful request to retrieve the Flex data using Version 3:

<FlexStatementResponse timestamp="28 august, 2012 10:37 aM EOT"=
<Status»Fail</Statuss

<ErrorCode>1013</ErrorCodex

<ErrorMessagesToken is invalid, </ErrorMessages
«/FlexStatementResponses

For more information

» Using the Flex Web Service

»* Flex Web Service Version 2
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Version 3 Error Codes

The following table lists all of the error codes and error descriptions returned in the ErrorCode and

ErrorMessage parameters used by Version 3 of the Flex Web Service.

ErrorCode

1001

1003

1004

1005

1006

1007

1008

1009

1010

1011

1012

1013

1014

1015

ErrorMessage

Statement could not be generated at this time.

Please try again shortly.
Statement is not available.

Statement is incomplete at this time. Please try

again shortly.

Settlement data is not ready at this time. Please

try again shortly.

FIFO P/L data is not ready at this time. Please try
again shortly.

MTM P/L data is not ready at this time. Please try
again shortly.

MTM and FIFO P/L data is not ready at this time.
Please try again shortly.

The server is under heavy load. Statement could
not be generated at this time. Please try again

shortly.

Legacy Flex Queries are no longer supported.

Please convert over to Activity Flex.
Service account is inactive.

Token has expired.

IP restriction.

Query is invalid.

Tokenis invalid.
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ErrorCode ErrorMessage

1016 Account in invalid.

1017 Reference code is invalid.

1018 Too many requests have been made from this

token. Please try again shortly.

1019 Statement generation in progress. Please try
again shortly.

1020 Invalid request or unable to validate request.

1021 Statement could not be retrieved at this time.
Please try again shortly.
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Manage Account

This chapter describes the functions available in the Manage Account menu.

The chapter includes the following topics:

» Compliance Officer Information

? User Access Rights

” Security

Compliance Officer Information

Use this page to modify your personal information, including name, phone numbers and address. When
you first log into EmployeeTrack Management, you enter this information as part of the setup process. If
your information changes, or your organization has a new Compliance Officer, you will use this page to

update that information.
To modify your Compliance Officer information

1. Click Manage Account > Compliance Officer Information.
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Compliance Officer Information

Usze this page to maodify your personal information, mcleding name, phone numbers and address.

Company Name

" = Requined
Company Mame * |T=1.l: FT |
Abbreveated Mame for Web Link [TF'I' | fletter and numbers only, with no spaces)

The Web Link is the internet address where your employees go to complete an application: wweLinteractvebrokers com/employeetrack
[index phple=XYZ, where X¥Z is the Abbreviated Name for Web Link.

Compliance Officer Name

First Mame-* Elizabeth ' ]
Middle Initial i)
Laxt Mame ll'lerrlru. |

Sasffix: e b, I, Wt}

Compliance Officer Phone Numbers

Primary Phane: I:lh nclisde country and anea codesh

Secondary Phaome: {mclude country and area codesh

Fax: ] {include country and area codesh

Compliance Officer Address

P pos LN ]

Strect £2: [ |

City* |Greenwich |

State [ Provinge * [comnecticu [}

Zip Postal Code * |o;s;|__ B |

— s B

2. Modify the information as required, then click Submit.

o You cannot change the company name or abbreviated name once you submit the completed

Compliance Officer Information page during the setup process.
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User Access Rights

User access rights lets you create sub compliance users and assign them rights to access the different
functions in EmployeeTrack Management, if your organization requires multiple compliance officers. In this

scenario, you are the Lead Compliance Officer and the compliance users you create typically report to you.
Manage Account > User Access Rights opens the Users page, where you can:

» Add users to your account and assign them access rights;

» View existing users' access rights;

» Modify existing users' access rights;

? Delete users from your account.

The Users page displays all open and pending users. You can view the first and last name, EmployeeTrack
user name, type of user, a link to view access rights, and account status of each user at a glance. Links to

modify and delete each user also appears.

Users

Use this page to add wsers to your account, moedify existing users information or access rights and delete users from your account. When you delete a
wser, lis ar her Account Management access 15 disabled instanthy and trading access 15 disabled by the next calendar day.

Users

A ible

First Mame M Last Mame User Mame  Type m:r:: Ttatus Madify Delete
Compliance |.| Right Ope = -,
Cffscer ew Rights n | g
Lead

Lenace Compliance View Rights Open
Officer
Compliance : Pending

Test e View Rights P |
Compliance -,
Officer View Rights Open & 0

- Compliance ;
Admin Officer View Rights Open & T
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Access Rights and Access Groups

User access rights are organized into access groups. Each access group contains several functions, which

themselves correspond to the individual functions in EmployeeTrack Management. When assigning
access rights to a user, you can assign access rights to an entire access group and all of its individual

functions, or you can assign access rights to the individual functions themselves.

Sub compliance users cannot access the User Access Rights or Compliance Officer Information pages in

EmployeeTrack Management.

To add a user

1. Click Manage Account > User Access Rights.

The User Access Rights page opens.

Users

Use this page to add wsers to your account, modify existing users information or access rights and delete users from your account. When you delete a

wser, iz ar her Accownt Management access iz disabled instanthy and trading access is disabled by the next calendar day.

Users

First Name Ml

Senace

Test

Admin

Last Mame

User Name

Type
Compliance
Officer

Lead
Compliance
Officer

Compliance
Contact

Compliance
Offucer

Compliance
Officer

2. Click Add User. The Add User page opens.

Accessible
Rights

View Rights

View Rights

View Rights

View Rights

View Rights

Pending
Approval

b

EmployeeTrack Management Users' Guide

66



Chapter 3 Access Rights and Access Groups

Add User

Complete the required information and select user functions below:

First Marme:* | |

Middle Initisl: I:'

Last Marne:* | |

Suffix: [_‘ ag e

Usermamee:* [ ]

Paspword,* | |

Uramama und Password are bath cape- tenuine

Confirm Password:* [ ]
Record your password. For security reasons you will not be shown your password again.

E-mail Address:* | |

Be-enter E-mail Address:* [ ]

Entity Relationship: @ Compliance User Compliance Contact

3. Enter all required information, including name, five-character username prefix, password, and email

address.
4. Inthe Access Rights section of the page, select the EmployeeTrack Management functions that you

want this new user to access.

o Click an access group to expand the section, then click check boxes to grant access to individual
functions.

o To grant access to all functions within an access group, click the check box next to the access
group name. If a function is not checked, the user will not be able to access that function in

EmployeeTrack Management.

Access Rights

Grant the user access nights to functions within each access group. Click an access group 1o expand the section, then click check boxes to grant access
to individual funcisons. To grant access to all functions within an access group, click the check box next to the access group name.

Hepors
o Compliance

0 Ariraty

v ] Trade Cos
Can Access? Access Right
I Trade Confirmatson Reporis Maodify Accounts
it Trade Confirmation Flex Queries Maodify Accounts

ﬂ W =etin a5
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When you click a check box for an access group or for an individual function inside an access group,

the Assign Accounts box opens.

AssigQn Accounts

Select which accountis) that the access rnghts wall be appled to.

Al Master [ Sub AN ] Sub Specific

m I:I: i -

5. Use the Assign Accounts box to select which accounts you want this user to be able to access for the

selected function or group of functions. You can select:

o Allfor all accounts, including the Master and all sub accounts;

o Masterto grant access to only the Master account;

o Sub Allto grant access to all sub accounts;

o Sub Specific, to grant access to individual sub accounts. If you select this option, the Assign

Accounts box expands to allow you to select individual accounts.

Select accounts from the Available Clients list and move them to the Selected Clients list by click-
ing the right arrow button. Remove accounts from the Selected Clients list by clicking the left

arrow button.

Assign ACCounts

Select which accountls) thar the access rights will be applied 1o

Al U Master | Sub All ¥ Sub Specific

Select one or mare available chents and use the arrow buttons to move them to selected chents table.

IEea: ch Account Number Seanch Account Number

Available Clients Selected Clients
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6. Click Continue.
7. Note that for each checked function in the Access Rights section of the Users page, a Modify
Accounts link now appears. Click this link to change the account assignments for that function.

8. Verify that all the information is correct, then click Continue.

If you need to make further changes, click Back, then make corrections before submitting.

9. Enter the confirmation number sent to you via email, then click Continue.

If you have not received a confirmation number, click Request Confirmation Number to have a
confirmation number sent to your email address on record. You can also click Cancel to cancel your

changes.

Viewing Access Rights for an Individual User

You can quickly view an individual user's EmployeeTrack Management access rights from the Users page.
To view the access rights for an individual user
1. Click Manage Account > User Access Rights.

The Users page opens.

Users

Use this page to add wsers to your account, modify existing users information or access rights and delete users from your account. When you delete a
wser, iz ar her Accownt Management access iz disabled instanthy and trading access is disabled by the next calendar day.

Users

Ac ible

First Hame M Last Mame User Mame  Type R_r:;: Ttatus Modify Debete
Compliance y Right Ope = -,
Cffcer ew Rights n | g
Lead

Lenace Compliance View Rights Crpen
Officer
Compliance : Pending

Test PR View Rights Ay x|
Conmplnanoc View Rights Open 4 9
Offucer " g @
Compliance ;

Admin Officer View Rights Open & .a
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Modifying User Access Rights

2. Click the View Rightslink for any user listed.
The Current User Access Rights box opens.
Current User Access Rights
User Name:

MName

Ermail Address

Tyvpe COMPLIANCE OFFICER
Reparts
Compliance
Access Rights Agcess Stabus
Employee Staternents d
Search By Symbol wf
Search By Volume ﬁ
Search By Performance ﬁ
Activity
Access Rights Access Status
Activity Statements ﬁ

3. Clickthe X in the upper corner of the box to close it.

Modifying User Access Rights

You can modify a user's EmployeeTrack Management access rights from the Users page. For example, if

you add a user to your account, you may want to modify the user's access rights at a later date.

To modify access rights for an existing user
1. Click Manage Account > User Access Rights.

The Users page opens.
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Users

Use this page to add wsers to your account, modify existing users information or sccess rights and delete users from your account. When you delete a
wser, iz or her Accownt Management access i3 disabled instanthy and trading access i3 disabled by the next calendar day.

Users

First Name M Last Name User Hame Type E::m Status Madify Delete
Compliance i Right Ope . -.
Officer 1w Rights n s
Lead

Senace Compliance View Rights Crpen
Offucer
Compliance Pending

Ti View Righ

2 Contact bt Approval -
Compliance -,
Officer View Rights Open & 0

2 Compliance ;
Admin - View Rights Crpen & A

B Add User

Click the Modify icon corresponding to the user whose access rights you want to modify.
On the next page, modify the access rights for the user by selecting or deselecting check boxes next

to the available functions.

o Click an access group to expand the section, then click check boxes to grant access to individual
functions.

o To grant access to all functions within an access group, click the check box next to the access
group name. If a function is not checked, the user will not be able to access that function in
EmployeeTrack Management.

o Click the Modify Accounts link to change the account assignments for a particular function.
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Deleting a User

4.

5.

Access Rights

Grant the user access rights to functions within exch access group. Click an access group 1o expand the section, then click check boxes to grant access
to individual functsons. To grant access to all functions within an access group, click the check box next to the access group namae.

Reports
>ompliance
] Arthity
] Trade Confirmatons
Can Access? Access Right
[ Trade Confirmation Reports Modify Accounts
1o Trade Confirmation Flex Queries Maodify Accounts

L+ W zetin 9%

Manage Account

Click Continue when you are done.

Verify that all the information is correct, then click Continue.

If you need to make further changes, click Back, then make corrections before submitting.

Enter the confirmation number sent to you via email, then click Continue.

If you have not received a confirmation number, click Request Confirmation Number to have a

confirmation number sent to your email address on record. You can also click Cancel to cancel your

changes.

Deleting a User

You can delete users from the Users page.

To delete a user

1.

Click Manage Account > User Access Rights.

The Users page opens.
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Security

Users

Use this page to add wsers to your account, modify existing users information or sccess rights and delete users from your account. When you delete a
wser, iz or her Accownt Management access i3 disabled instanthy and trading access i3 disabled by the next calendar day.

Users

Firse Mame M Last Mame User Name

Test

Admin

B Add User

Type

Compliance

Cficer

Lead
Compliance
Officer

Compliance
Contact

Compliance
Officer

Compliance
Officer

Accessible
Rights.

View Rights

View Rights

View Rights

View Rights

View Rights

Open

Pending
Approval

2. Click the Delete icon that corresponds to the user you want to delete.

EmployeeTrack Management access for that user is disabled instantly

Security

The Manage Account > Security menu includes the following functions:

? Change Password

? Change Email Address

Change Password

Madify Debete
[ d
T
[ o
| B

As Compliance Officer, you can change your EmployeeTrack password any time using the Password

Change page in EmployeeTrack Management.

This page is identical to the Change Password page in Account Management.

To change your EmployeeTrack password

1. Click Manage Account > Security. The Change Password page opens.
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Change Password

Use this page to change your password

User Mame

Current Password

Mew Password | ] Your passwond;
- TH Mupt nclude 1 beast oo sliphabetc charscer

0 Mt e B BRASE Ofh SurRie ERATBE
¥ Wit b € 03 B ORQFRCDRTS, I3 SPACHS.
# Uparsgese Prafix and Parpword are both cate-tansiie

% lduid ba differint from cormest padiword o any pravious
pas

‘Confirm Password

2. Type your current password in the field provided.
3. Type anew password in the field provided, then type it again in the Confirm Password field. The
password must be six to eight characters long, and must contain at least one number and no spaces.

4. Click Submit.
5. A confirmation number is immediately sent to your email address. Type the confirmation number you

received in the field provided, then click Submit.

The password change is effective immediately.

Change Email Address

As Compliance Officer, you can change your EmployeeTrack email address on the E-mail Address
Change page in EmployeeTrack Management. This page is identical to the Change Email Address page in

Account Management.
To change your email address

1. Click Manage Account > Security > Change Email Address.
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Change Email Address

To change your emad address, you will need the confirmation nember sent to your emanl address of recard. Do you shill have access to thes emal
address?

el -

2. Tochange your email address, IB must first send a secure confirmation number to your existing

email address of record.
If you still have access to this email address, select Yes I do from the list, then click Submit.

If you no longer have access to this email address, select No | do not from the list, then click Submit.
3. Ifyouselected Yes/do in the previous step, IB sends the confirmation number to your existing email

address, then displays the following page.

E-mail Address Change

1B has sent & message containing a confirmation number te your OLD e-mail address. Enter your username, password, new email address and the
confirmation mumber from the email we just sent you into the fields below and click Submit. You will then be asked o complete one more s1ep 10
confirm your email address change

You will then be asked to complete one more step 1o confirm your e-mail address change.

Usernanme: -

Faszword:

Confirm New e-mail:

| |
Mew e-mail address: | |
| |
Confirmation Number: | |

If you answered No | do not in the previous step, you are prompted to enter your current password

and your new email address.

4. Type your password and your new email address in the fields provided, then re-type your new email
address and enter the confirmation number that IB sent to you.
5. Click Submit.
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Manage Employees

This chapter describes the functions available in the Manage Employees menu. The chapter includes the

following topics:
” View - View and take action on active accounts and pending and rejected account invitations.

” Link Employees - Link employees with existing IB brokerage accounts, link employees who want to

open new |B brokerage accounts, and create and upload a mass employee file to link to multiple

employees at once.

» Trading Restrictions - Restrict employees from trading specific symbols.

Summary

The Summary page displays all active employee accounts as well as any pending or rejected invitations. It

also appears on the Home page when you first log into EmployeeTrack Management.

On this page, a compliance officer can:

? View all active linked employee IB accounts, including the account number, reference ID, email

address and status of each account, as well as all pending and rejected accounts.
” View an Audit Trail Log page for each employee account. An audit trail log includes statement views
and comment entries by Compliance Officers for the selected employee account. Compliance Officers
can also add comments to the audit trail log page.

” Delink employee IB accounts.

» Edit an employee’s relationship and Reference ID.

” Delete invitations to employees that were either rejected or are pending. For example, you might want

to delete a pending invitation if you know the employee made an error in the process.
To use the Summary page

1. Click Manage Employees > View (or click the red icon on the left side of the menu to go to the
Home page). The Summary page is the first page that opens when you log into EmployeeTrack

Management.
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Lists of active, pending and rejected employee accounts are each shown on their own tabbed pages.
The current numbers of Active, Pending and Rejected accounts are displayed on each tab. By

default, the Active tab displays.

Summary

Usze this page 1o view and take action on active accounts and pending and rejected aceount invitations.

m Pending []  Rejected [J

Name & Account § Broker § Relationship # Reference & Date Linked # Action
Interactive Brokers Spouse == Mar 09, 2012 Delink Edit Log
Interactive Brokers Employee i ¥ Mar 09, 2012 Delink Edit Log
Account 0 - L - Scottrade Other == MNov 10, 2011 Edit Log
Account o - E*Trade Other - Nov 10, 2011 Edit Log
MAccount .8 o E*Trade Other - MNov 10, 2011 Edit Log
Account SEESEE i Chase Investment Other - Nov 10, 2011 Edit Log
Services Corp
Account So0 bR Scotrrade Other - Neow 10, 2011 Edit Log
Account * .4 Fidielity Other - Nov 10, 2011 Edit Log
Account o . - . Fideliry Other - Neow 10, 2011 Edit Log
Applicant ARL . Interactive Brokers Employee - MNow 12, 2010 Delink Edit Log
Applican s o m ba Interactive Brokers Employes -- Mar 21, 2014 Delink Edit Log
Lo * smmm Interactive Brokers Employee - Feb 19, 2014 Delink Edit Log

Click one of the tabs to view a list of pending or rejected client accounts.
To delink a linked employee account, in the list of Active Employee Accounts, click Delink in the

Action column for the account you want to delink.

o A message appears asking you to confirm your delink request. Click OK.

Are you sure you would like to delink Account U 1

[ Ok ] ’ Cancel
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3. Toeditan employee’s relationship or Reference ID, click Edit in the Action column for that employee

account. See Edit an Employee for more information.

4. Todelete an employee invitation, in the list of Pending and Rejected Employee Invitations, click
Delete in the Action column for the invitation you want to delete.
5. Toview the Audit Trail Log for an employee account, click Log in the Action column for that

employee account. See View the Audit Trail Log for more information.

Edit an Employee

EmployeeTrack lets you edit an employee’s Reference ID and Employee Relationship. You access the

Edit function from the Employee Accounts page.

You specified the employee’s relationship when you entered employee information on the Link Employees
page.

When an employee registers for an IB account, he or she is given the opportunity to define an optional
Employee Reference ID. Employee Reference IDs are useful if your organization requires an additional

way to identify employees. For example, if your company uses employee number, that could be the

Employee Reference ID.
To edit an employee

1. Click Home. The Employee Accounts is the first page that opens when you log into EmployeeTrack

Management.
2. Toeditan employee account, click Editin the Action column for the desired employee account.

The Edit Employee page appears.
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Edit Employee

Use this page to edit an employee's Reference 1D and Employee Relationship,

Employee Information

Mame:
Account: U

Broker Interactive Brokers

Email:

Account Status Abandoned

Date Invited -

Date Linked Mar 09, 2012

Employee Relaticaship: [spouse =

Reference 1D . |

3. Do any of the following:

o Change the Employee Relationship. Select Employee, Spouse, Family Member, Friend or Other

from the drop-down list.
o Change the Employee Reference ID.

4. Click Submit.

The Employee Accounts page displays, along with a message informing you the the account update

was successful.

View the Audit Trail Log

An audit trail log includes statement views and comment entries by Compliance Officers for the selected

employee account. Compliance Officers can also add comments to the audit trail log page.
To view the audit trail for an employee account

1. Click Home. The Employee Accounts is the first page that opens when you log into EmployeeTrack

Management.
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Summary

Use this page to view and take action on active accounts and pending and rejected account invitations

m Pending [f] Rejected

Name % Account ¥ Broker % Relationship ¥ Reference % Date Linked % Action
Interactive Brakers Spouse - Mar 05, 2012 Delink Edit Log
Interactive Erokers Employee Mar 05, 2012 Delink Edit Log
Interactive Erokers Employee - Feb 04, 2076 Delink Edit Log
Account Scottrade Other Fef MNow 10, 2011 Edit Log
Account E*Trade Other - Mow 10, 2011 Edit Lag
Account E*Trade Other = MNow 10, 2011 Edit Log
Account Chase Investment Other = MNow 10, 2011 Edit Lag
Services Corp
Account Scottrade Other == MNow 10, 2011 Edit Lag
Account Fideliny Other == MNow 10, 2011 Edit Log
Account Fidelity Other = Mo 10, 2011 Edit Lag
Applicant Interactive Brokers Ernployee = MNow 12, 2010 Delink Edit Log
Applicant Interactive Brokers Employee - Dec 1, 2015 Delink Edit Log
Applicant Interactive Brokers Ernployee = Dec 1, 2015 Delink Edit Log
Applicant Interactive Brokers Employee - Dec 1, 2015 Delink Edit Log
|IELLC Applicant Interactive Brokers Employee - Mar 21, 2014 Delink Edit Log
IELLC Applicant Interactive Brokers Ernployee = Dec 01, 2015 Delink Edit Log
|ELLC Applicant Interactive Erokers Employee - Dec 01, 2015 Delink Edit Log
Interactive Erokers Ermployee Mar 11, 2016 Delink Edit Log
Interactive Brokers Ermployee = Feb 15, 2074 Delink Edit Log

2. Click Log in the Action column for the desired employee account.

The Audit Trail Log page appears.
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Audit Trail Log

Use this page to review statement views and camments by Campliance Officers for the selected employee account. Compliance Officers can also add

comments.

Employee Information
Name:

Account:

Eroker:

Email:

Account Status:

Employee Relationship:
Reference 1D:

Date Invited:

Date Linked:
Statement Review Log
FReviewed By

kathyDE5

Comments Log

Account

Mow 10, 20117

Feview Date Statement Type

Apr22, 2014 Monthly

Mo comments have been entered for the selected employee account.

Add a Comment

Comment:

Review the information as required.

Statement Period

Dec 2010

Add Comment =

Add a new comment to the page by typing the comment in the Comment box, then clicking the Add

Comment button.

Click the Print button to print the Audit Trail Log page.

Click the Back button to return to the home page.

Pending Accounts

The Pending tab of the Summary page displays all pending employee accounts invitations.

On this page, a Compliance Officer can:
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» Accept pending account invitations.
» Reject pending account invitations.

” Change the employer for a pending account.
To take action on a Pending account

1. Onthe Summary page, click the Pending tab.

Y o

MName § Account § Broker & Relationship # Reference Dare & Action

Account LE = Fidelity Employese - Apr 17,2014 Accept Reject Edit
Account . * Fidelity Employee - Apr 17,2014 Accepr Reject Edit
Account s - Fidelity Employee - Apr 17, 20014 Accept Reject Edit
Account - e AL Fidelity Employes - Apr 17,2014 Accept Reject Edit
Account .o - . - Fidelity Employee == Apr 17,2014 Accept Reject Edit
Account ¢ . Fidelity Employee == Apr 17,2014 Accept Reject Edit
Account - - Fidelity Employes == Apr 17,2014 Accept Reject Edit
Account Fidelity Employee - Apr 17,2014 Accept Reject Edit
Account Fidelity Employee — Apr 17,2014 Accept Reject Edit
Account Fidelity Employee = Apr 17,2014 Accept Reject Edit
Account - . Fidelity Employee - Apr 17,2014 Accept Reject Edit

2. Do one of the following:

o Accept a pending account invitation by clicking the Accept link in the Action column. Once you
click the link, the account will be linked to your EmployeeTrack account.
o Reject a pending account invitation by clicking the Reject link in the Action column. When you

click the link, a confirmation dialog opens.

Reject Account ®

If yvou reject this employee account, you will
not be able to link this account to the current
employer again. Contact the broker to remove

this rejected account from the data feed.
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Read the note in the dialog. If you are sure that you want to reject the account invitation, click Reject.

If you change your mind and do not want to reject the account invitation, click Cancel.

o Change the employer for a pending account invitation by clicking the Edit link in the Action
column. For example, your organization might contain several divisions, each one treated as a dif-
ferent employer in EmployeeTrack. When you click this link, the Link New Employer dialog

opens.

Link New Employer 4

Select an employer for this pending employee
account. When vou click confirm, this
employee will be added to the list of pending
accounts for the selected employer.

Interactive Brokers Corp. -

Select an employer for the pending account by selecting one from the drop-down list. Click Confirm

to save your selection and close the box. Click Cancel if you change your mind.

Link Employees

The Manage Employees > Link menu includes the following functions:

»” Link Existing IB Brokerage Accounts

» Link New IB Brokerage Accounts

» Mass Employee Upload

Existing IB Brokerage Accounts

The Existing IB Brokerage Accounts page lets you link an employee’s IB account to EmployeeTrack. You
link an employee by entering employee information on the Existing IB Brokerage Accounts page, then
sending an email invitation to the employee to join EmployeeTrack. Once the employee accepts the

invitation, his or her account is linked. You can set up and automatically transmit daily reports on all
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employee IB accounts to your legal department to ensure ongoing compliance with in-house and external

reporting requirements.

When you first log into EmployeeTrack Management, you link employees as part of the setup process.
Over time, however, you will need to link new employees’ existing IB accounts and existing employees’

new IB accounts.

You can also link multiple employees’ existing IB accounts by creating then uploading a Mass Employee

Upload file.

To link an employee to EmployeeTrack

1. Click Manage Employees >Link Employees > Existing IB Brokerage Accounts. The Existing

IB Brokerage Accounts page opens.

Existing IB Brokerage Accounts

Use this page 1o invite an employes with an existing Interactive Brokers account to link 1o your EmployeeTrack account.

Onee an employee accepts the EmployeeTrack invitation, he or she will appear on the Employes Accounts and you will ne longer get separate emailed
statements. You can choose to be notified when an employee statement is available (daily only if activity, monthly ahways).

Employee Information

Complete the following information, then click Send Invitation.

* = Required

First Mame:*

Account

|
Last Name* I
|
|

Email Address*

Employee Relationship:* Employee |T

Reference ID: | |

2. Enter the employee’s first name, last name, IB account number, email address, and optional
Employee Reference ID in the fields provided. Select an Employee Relationship from the drop-

down list.

The first and last name and account number you enter MUST match the existing information in the
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employee’s IB account.
3. Click Send Invitation. The employee clicks the link provided in the email to log into Account Man-

agement for his or her IB account. The EmployeeTrack Activation page opens.

The employee must click Accept on the EmployeeTrack Activation page for his or her IB account to

be linked to EmployeeTrack.

Once the employee accepts the invitation, his or her IB account will appear in the list of Active

Employee Accounts in EmployeeTrack Management.

Invite and Link New |IB Brokerage Account

Compliance Officers use the Link New Employees page to send a link to any employee who would like
open a new Interactive Brokers account. When the employee completes the account application and the

account has been activated and is open, it will automatically be linked to the EmployeeTrack account.
To send a link to an employee to open a new IB account

1. Log into EmployeeTrack Management, click Manage Employees > Link Employees > Invite

and Link New IB Brokerage Account.

Invite and Link New IB Brokerage Account

Use this page to send a link o any employee who would like open a new Interactive Brokers account. When the employee completes the account application
and the account has been activated and is open, it will automatically be linked to your EmployeeTrack account

http:/ fwww_ interactivebrokers.com /employeetrack/ index phpfe=TFT

2. Copy the hyperlink on the page and paste it into an email to the employee who wants to open a new

IB account. The hyperlink is unique to your EmployeeTrack account.

When the account has been activated and is open, it will automatically be linked to the

EmployeeTrack account

Bulk Employee Upload

If you have many employee accounts to link to EmployeeTrack, you can create a Bulk Employee File and

upload it on the Link Employee page. A Bulk Employee File lets you send multiple invitations at once to
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employees whose accounts you want to link to EmployeeTrack.

This file is a comma-separated values (CSV) text file that you create and contains information about the
employees whose accounts you want to link. When you use a Bulk Employee File, the employees will still

have to accept the email invitations to join EmployeeTrack.
To link multiple employees to EmployeeTrack using a Bulk Employee File

1. Create atext file formatted as a CSV file.

The text file must contain one record for each employee account, and one record per line. Each

record must contain the following fields:

o Employee Account Number

o Employee First Name

o Employee Last Name

o Employee Email Address

« Relationship (The relationship must be Employee, Spouse, Family Member, Friend or
Other. Ifitis not one of these, it will default to Employee.)

» An optional Employee Reference ID.

2. Save thefile with a .csv extension.
3. Log into EmployeeTrack Management, click Manage Employees > Link Employees > Bulk

Employee Upload.

Bulk Employee Upload
If you have many employee accounts, you can use this page to create and upload a Mass Employee File

Upload File

Click the Browse button below to select your Mass Employee File, and then click Upload to send invitations te all the employees in the file. The results
of the upload will be displayed below. For help creating a Mass Upload File, contact us at employeetrack®interactivebrokers.com .

I Browse. | Mo file selected.

4. Click the Browse button, then select the *.csv file you created earlier.
5. Click Upload.
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Each employee account in the uploaded Bulk Employee File is listed on the page by account num-

ber, name and result (Success, Account/Name Not Found).

If you experience difficulty linking accounts, contact IB at employeetrack@interactivebrokers.com.

Trading Restrictions

Set all trading restrictions in the Pre-Trade Compliance program. Click the Launch Pre-Trade

Compliance button to open the program.

For more information, see the Pre-Trade Compliance tool users' guide.

EmployeeTrack Management Users' Guide 88


mailto:employeetrack@interactivebrokers.com
https://www.interactivebrokers.com/en/software/pretradeET/pcETGuide.htm

Support

The Support menu gives you quick access to our Customer Service offerings.

This chapter includes the following topics:

? Message Center

? Live Chat
o)

Knowledge Base

System Status
Contacts

Service Tips

»
»

»

Customer Service Message Center

The Customer Service Message Center lets you submit questions directly to IB Customer Service using

inquiry tickets and track the status of your Customer Service inquiries.
Use the Customer Service Message Center to:

» Create a new inquiry ticket, and attach a file to the ticket

» Modify an existing inquiry ticket

»* Set Ticket Notification Preferences
»

Cancel or close a inquiry ticket

The Customer Service Message Center includes the following features:

» Every inquiry is assigned a reference number, called a ticket. This reference number can be used to effi-
ciently track the progress of the inquiry.

” The real-time status of an inquiry is always displayed in the main Message Center window. You will
know if the issue has been picked up by an IB service expert, which expert is handling your issue, and
whether it is being addressed by our main help team or by a specialty team.

? Both customers and IB staff can refine or add information to the ticket, permitting easy clarifications or
follow up to the original inquiry. In addition, customers can cancel or close tickets once the issue has

been addressed, giving them greater control over the process.
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Message Center Window

” History of both open and completed inquiries.

» Fastresponse - Tickets are assigned to an IB representative usually within a few minutes and always

within 2 hours during European and North American trading hours. During Asian trading hours,

response times may be longer.

[ Wew Tichet ~ | b
L | CEEISEy

Lt et I'Iulwl- .Ilﬂunu Corp Astions

U ead (1)
Fafg Db Teres SuFmmay Mgt Recent Uipdals

Test Tichuet i gam A ru) 10 1e st

TASI820 20001702/14 BCE: Test Description for Customer
checking now ACOL Mg

DS-:!EH. { Desaletn Vikwed Cormmuni Ao m

Message Center Window

Refeesh | Legend Freferernies Help

Stabug

INFROC

When you click Support > Message Center, the Message Center appears.
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- - o R
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Viewing Tickets and Unread Messages

»

n

»

»

»

n

n

»

»

View a list of the most recent inquiry tickets and unread messages by clicking the appropriate tab in the
Customer Service Message Center window.

For each ticket or message in the list, the Message Center displays the Ref# (unique for each mes-
sage), the date and time, a summary of the ticket or message, the most recent update, the person or
group assigned (usually IBCS for IB Customer Service), and the status.

View an individual inquiry ticket or message by clicking anywhere on the item in the list.

View the status of an inquiry ticket in the Status column. The Legend defines all possible statuses.

Sort a list of tickets or messages by clicking on any column heading.

Sort the list by read and unread items by clicking the Sort Read/Unread button.

Update the list of messages or tickets by clicking the Refresh button.

Use the Search function to search for specific tickets or messages on the current tab. Type the word or
phrase you want to find, then click Search Active Tab.

Delete old items from the list by checking the check box on the left side of an item, then click the Delete

Selected button at the bottom of the window.
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Changing the Display Language

You can change display language to any of the following languages by clicking the map icon, then selecting

the appropriate flag icon:

1;?: | Eefresh | LegendF‘references |Help|

A

o REI= 1=

Viewing the Legend

The Customer Service Message Center Legend shows what all the possible inquiry statuses and icons

mean. To view the Legend, click the Legend button.

Legend [ x |

HEW Your inguiry has not yet been assigned to a service agent.

IHPROG,  our inguiry required escalation to another department, Please allowy additionsl time for
resoltion.

IHPROG,  Your inguiry has been assioned to a service agent and is being evalusted.
CLOSED “Your inguiry has been answered, resolved, or canceled (hy you).

PEHD-CLS  Your inguiry has been answerad and you may closeireply to the ticket . It no action is
taken within the next 7 days the ticket will bacome closed,

Addd additional informstion to ticket, or reply to 15,
Close this ticket. The cloged ticket can stil be vievwed under the Inactive Tickets section.
Wiew ticket details,

Cancel this ticket. The cancelled ticket can still be viewed under the Inactive Tickets
ection.

&

4

LY

1=

*
Beopen| Fe-opens the ticket. i will be viewsble under the Active Tickels zection.
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Creating a New Ticket

You create a new ticket in the Message Center. Before you create a new ticket, make sure that pop-ups
are allowed in your web browser.

To create a new inquiry ticket

1. Click Support. The Message Center appears.

2. Inthe Message Center window, make sure New Ticket is selected in the list, then click Create.

| Mew Ticket v |-

The New Ticket window opens.

New Ticket B8
Inquiry related o
XLI v |
Account:
Category:
| Flease chooze a Cateaory from the liz ™ I M |

Erief Surmmary of Problem fRequest; {tmax 100 characters)

Detailed Description of Problem fRequest:

Attach File(s): {max 3ME total, max ZME per file)

EFile 1:| |[ Browse.. ]
EFile 2:| |[ Browse.. ]

3. Select a category and subcategory for the inquiry. The combination of categories and subcategories

let us route your inquiry to the IB Expert who is specialized or is most experienced for your particular
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issue.
New Ticket GEE3
Ingquiry related to
4] - |
Account:
Categary:
| Funds & Banking M I Please chooge the aporooriate booic fo ™

propriate topic for 'Funds & Banking'

Brief Surnrmary of Problerm [Request: (i kit
| | Cash Deposits
Position Transfers
Detailed Description of Problem fReque Other Deposits and Withdrawls
| Cazh Withdrawals
| Tranzaction Status
Hold Period w/ithdrawal Restrictions

Attach File{s): {rmax 3MEB total, max 2ZMEBE per file)

File 1:| " Browse.. ]
File 2:| " Browse.. ]

& e

Reset Farrm

4. Inthe Brief Summary field, modify the brief description of your inquiry. This is the text that appears in
the Summary column of the list of tickets in the main Message Center window.

5. Inthe Detailed Description field, modify the detailed description or question. Please be as specific
and complete as possible (for example, exact dates/times, TWS version, and so on), as this lets us
accurately research your inquiry to give you the best and fastest response. The Detailed Description
field expands as you type, so don’t worry about running out of space in which to describe your issue.

6. Optionally attach up to two files to your inquiry using the Attach Files fields. Click the Browse button
to select a file on your computer. You can attach files with a total size of 3MB, and each file you
attach must not be more than 2MB.

7. Click Send, then click OK to dismiss the confirmation message that appears.

Click Cancel if you change your mind and do not want to submit the ticket, or Reset Form to reset
all the fields in the New Ticket to blank.

8. Your new inquiry is listed on the Tickets tab in the Message Center, along with the ticket reference

number and a status of NEW.
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Modifying a Ticket

To modify an existing inquiry ticket

1. Click Support. The Message Center appears.

2. Click the Tickets tab to view all of your tickets.

3. Click the row that contains the ticket you want to modify. The View Ticket window opens.

View Ticket #T351820 -

Reld { TA51820
Doyt fTirre (2007171214 0620054

Status (L

4. Click Reply. The Edit Ticket window opens.

Derails

Surnirnary [Test Tickee frorm A 1o test checking neéw Acce Mgme

oot Tiem Sender
2011002004 BCE Test Description far Custarmer
DE2054
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Edit Ticketr #T351820 -

el F13si8c

Dave Time (2000 F12/04 08:20,54

Sranus LW

Sumenary [Test Ticket from Amg to test checking new Acct Mgt

CeateTane Sanwier Commeeni
ZONIf12/14 EBCI Test Deseription for Cuttemer..
0&: 20054
Today nivruar 340 hddirional commpents here

Artsch File (s): {rax IMB ot rhax 2ME per file)

File 1|

5. Inthe text box, replace the text "Additional comments here" with your own text, and attach any addi-
tional files using the File fields at the bottom of the window.
6. Click Submit.

Setting Ticket Notification Preferences

If you prefer, you can tell IB to send you additional notification when an inquiry ticket is updated. You can be

notified via email, TWS or SMS (Short Message Service) on your mobile telephone.
To set ticket notification preferences

1. Click Support. The Message Center appears.

2. Click Preferences in the top right corner of the Message Center.

1:?: | Fefresh | Legend | Preferences |He|p|

The Message Preferences window appears.
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Message Preferences B

1. 5elect Language

Prirnary: | Endlish | Secondary: | Enalish |

2. 5elect Subscriptions and Delivery Mode

Message Type Subscribe Delivery Mode

Message ¢
§ WS Ermail Az
Center Cell

0 0
Ceneral Motices |:| D

Ticket Inquiries [Respaonses

3. select Security Lewel”

Etmail security level: lC}N|:|r1-5.|=_~|:ur|=_- {:}Secure

3. Select a primary and secondary language for messages.

4. Foreach Message Type, select one or more the three available notification methods (TWS, Email or
SMS) by clicking the appropriate check box.

5. For email and SMS notification, select Secure or Non-Secure by clicking the appropriate radio but-

ton.

o Secure notification - you will be send a generic natification that contains no private information.
o Non-secure notification - you will receive the actual reply content. Note that this option may result

in the content being viewable by an unauthorized third party.

6. Click Save.

Closing a Ticket

You can close open inquiry tickets in the Customer Service Message Center.

Close an open ticket when your inquiry has been resolved (for example, an exchange access problem that
has already been fixed), or you if you have received a satisfactory answer. This changes the status of the

ticket Closed. Close tickets as soon as possible once you are satisfied. IB Customer Service managers
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may close tickets in cases where the ticket appears to be fully answered but has not been closed by the

customer.
To close an open inquiry ticket

1. Click Support. The Message Center appears.
2. Inthe Message Center, click the Tickets tab.

3. Click the row that contains the ticket you want to close. The View Ticket window opens.

View Ticker #T351820 - '--= Eﬂ

Dieraks
Rete | [ TI51820
Ceste FTirrse ..El]'l T2 0620054
STatus :l;.lrl

Surnirnary [Test Ticket frorm A 1o test checking néw Agce Mgt

Coanbe s Temeer Sender Coemment i
201170204 BCL Test Description for Custarmer
DE2054

Close Ticket -

4. Click Close Ticket to cancel the ticket.

5. View closed inquiry tickets on the Tickets tab by clicking the Show All radio button.

Live Chat

Customer Service Live Chat lets you communicate directly with an IB Customer Service representative in

real time. Because it is authenticated and uses secure communications, IB staff are able to provide account
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specific information in a secure manner. Transcripts are available on demand. We recommend using the

Customer Service Live Chat for funding/banking and account application inquiries.

To access Customer Service Live Chat

1. Click Support > Live Chat. The Live Chat window opens.

<! Mozilla Firefox

[} inberstivebrokses.com | https ffchatsry] inkeractivebrokses comicstootsjchatvE/TsVers|

‘_“"WCJ v
%Intt‘ractive Brokers

The Professronal’s Gateway (o the Wordd's Markats

Vour current session b in English. Please choose the appropriste Avadable language (highighted by G5 from the fags below, T see the Chat support
vadablty in various lenguagts clck here

N BRI @ Duanpiage uoport s currerty avatabie
2993992999 l«wam:twmerﬂ;num.

[Flease choose a Category from the list below, v

2. Inthe Customer Service Live Chat window, select a category from the Category list. This is the sub-
ject on which you are seeking assistance.

3. Select a subcategory from the Sub-Category list.

4. Select your language by clicking the appropriate flag. A flag with a green dot below it indicates that
support is currently available in that language. A flag with a red dot indicates that support is
NOT currently available in that language.

5. Click Proceed.

An IB Customer Service representative will appear online in a few moments.
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Knowledge Base

The Knowledge Base is a repository of glossary terms, how-to articles, troubleshooting tips and guidelines

designed to assist IB customers with the management of their IB accounts.
To access the Knowledge Base from EmployeeTrack Management

1. Click Support > Knowledge Base.

The Knowledge Base opens in a new window.

¥ B Kiewb e Bade - Maailla Firelos

&y Wetp [RAL N RENHLIREE con

Interactive Brokers
The Frofpnucral s Gabmsary 10 e Workd s Mackets

Search 1

Welcome to the |E Online Knowledge Base
S
OVERVIEW
R R0 U BB Erreie0pe Basel The Knowieops Base 1eves o5 & repostory of gRessary Dedms, how 40 artaies, troukse ooty T¢p 'I'ags
BoE b Suiinidd OF a3 0h SEdnN i wiilh UG MEARSERONE F vinar DB Sb0l. Fid URG PN SAdwiir] o6 1RS Brosaert rangd of B
bty wo ipdermgnd that vou TLaet fadh Rdpary hang Momi
HOW TO LISE i ETFs T
Rapartng
Kngwiedge Base nd(maton o c/ganded mio neadly understandable and eatdy kLatable arD0es, voeos and Qiassary terms. To prerey

IGESAG MRSETRBAEA, Tty PROr &0 & MeSrh O ey Kbwwlddd Bt Satonlls rAl Uha Delach g 34 1A bi o thay oSG0 el LT

#h & kot of deanont phod wilh yousr Do arch eribevid, with tha te

andl gk g the Sodnch Button. Youll bo provaied w

resultt bbed frct, ARernateety, ook o Bha b ¢ OF Gt 54y B d ot Eha bop of Hhe screen for an slphababcsl indon o
conbint by typ. Tha kst of Tags to the right i Sorbed in order of Ehose reprasentng the modt populsr seaches
Shapistel wour b unabie 00 kel the sfsamisin you Beo bl for theouph thy Knowinoge Bass of wobibe, you My Deed your @y

b0 Do Cusiemer Serele (enier.

STREAMING MNEWS

Thi Intevactrd Brokprs Knapwiooon BISe 8590 SUDEOITS JUneamd idw s I Seiocted sxchanges and virdids mohadng gontral

BrOSOLEE, MaiEa00s froes 0B, Chok: Favo for 80 indes of av il pd wfammsign 109e s

WIFEDS
This Endwiids BEte pontans sers of tirgebed videos rangirg from 3 « S miraes in lingth whith provide step-ty-1tep nstrcions for

i -
Py the TWS, WebTader e A0, Manspemont soeiiatand . Conbent ranges from Das 10000 1uth &5 pladiorm o0nfguraton

To locate information, enter one or more of the keywords best describing your inquiry into the search
field at the top of the page, then click Search. A list of content links associated with your search

criteria appears, with the top search results listed first.
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You can also click the Article, Video or Glossary links at the top of the page for an alphabetical

index of content by type. The list of Tags to the right is sorted in order of those representing the most

popular searches.

System Status

This page lets you see the status of our system at a glance.
To view the System Status page
1. Click Support > System Status.

The System Status page automatically displays in a new window.

Current System Status

Inferactiae Brokiers System Status

Updated:; 2011011628 155558 EAT Refreshed; 10046 EST  (Next Befresh: 60 seconds)

St ern Aol alility

Stat Message Created fUpdated

No problems LRI s
Mo problems reported st this tme 201111025

Legend
Blerm/Dutage
cheduled Maintenancs
anersl Infa
ermial Oparatons
agahved

System Availability

B sperates three man computing <enters around the globe, one in the U5, ene i Eurege and ane in Heng Kong. New custamers are automatally
assigned o one of these server facilities based wpon their location andfor trading preferences

Trading is avadsble 24 hours a day, 7 days a week with the excepuon of system reser imes desoribed in the table below

Lonner Rosaet Times Morth America Europs:
Sawrday - Thursday 23:45 - 0045 ETY 9545 - 0645 CET! 17:30 =1F:45 ET!
Friday 23:45 = p0:30 ET2 23:45 = 0030 ET 2 2345 = 0030 ETE

For fumher informaton on system avalabiliny, please contact tac@interactvebrokers. com

¢ 1The reses pencd desgtnibes the durahion dunng which your sotount may be unmvalable for & fewr seconds, It does not indicate that
the entire sgsterm will be unavailable for the full reset perod. Dunng 4 reset penod, there may be an interrupion in the ability to log

Ifi OF FANSQE onders E!lﬂlﬂ] orders (natrve types) wall operate nesrmally although execumon repons and aimulated crders wall be
delayed unbl the reset i complete

¢ IDunrg the Friday evensng redet perod, all services will be unavailable in o regions for the durgtien of the reset

EmployeeTrack Management Users' Guide 101



Chapter 5 Customer Service Contact Information

Customer Service Contact Information

This page gives you all the information you need to contact our Customer Service department.
To access the Contacts page

1. Click Support > Contacts.

m Chat Emall FaxPostal  Tips for Best Service  Ermonecus Trade Policy

Phone

18 effers 24-hour customer sennce wia regional Customer Servce Centers located through-cut Amenca, Eurape arnd Ass. While there's an agert ahways available
EG assnst wikh your mguirses, answers can oftentimes be found questkest and without a phane call directly From IB's webaite and Enoededge Base, The list of Quick
Tips below comtains responses fo the most commen questsons and anveers o others can be found by entering keywords associated with your inquiry into the
search engine abowve.

Quick Tips

How to check the status of funding
transacticns &

Horay to Depoxit Funds Via & Wire Transfer 3 How to Submit a Ceneral Inguiry Web Ticket o

How to Deposit Funds Via an ACH Initiated by . - "
. 7 o e Introduction to the Trader Workstation = |E Marioet Data Assistant =

Interactive Brokers &

How to Deposic Funds Via s Check & WebTrader: Introduction An Introdwction 1o Forex (F 2

Hera v Tramafer U5 & Canadian Secudsss Secwre Logim with Interacenss Brokers Sature

e
ol . Sercing Communication PrefengncesC
Posimions & Code Card ™ ¥

Sebect your local time zone from the drop-down list below o determine which Service Center is currently available to take your call. Calls received by & given
Semvice Center outside bocal operating hours will be sutematically rowted to an available sgent at another Service Center.

US Eastem Standard Time (MewYork) - Calls 1o Interactive Brobers” Senote Desks may be recorded for qualitg contrel purposes

Location Humber Heours of Operation Menu Options

Unsived 1 (EFTY442-2757 Tall free QB0 = 20000 (Man = Frid (Ameenica Mew | Existing Accownts

Cranes 10317 542-6901 Darecy dial ¥oak) 171 Trade Belated lssuss
B3 = DG PRanl DS e s (N Yokl 10101 Plase Meders

Service Tips

The Service Tips page contains information to help you get the most out of your experience with

IB Customer Service.
To view the Service Tips page

1. Click Support > Service Tips.
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PRone  Chal Emad  FamPostal W Erroneous Trade Policy

Tips Best Service

16 offery & varety of wayi to get asviitance and nformation mcleding phone suppart, secure inguiry/brouble tickets, chat and emunl submnted through cur
website. While you can ask the same guestion using any of these channels, depending on the nature of your inguery, you will get the best and most efficient
service by using the methods recommended below.

Phone inguirkes: recommended where there |4 time sensitivity, for example, a problem with an arder o trade. In general, 16 will angwer our phone lines within a
i . Fondirg,/ Bamking ingui usually take longer. We suggest Tacket or Chat instesd of phone for the followmng areas: Ffunding, tax, vts, ddend &
corporake scisons.

Inqyuiry [ Troubde Tocker a new secure form syirem, enables & guestion o be sent from Account Management Frhat s delivered directly to cur main Custamer
Serace database system. From kere, the question 15 reuted 1o the specialist or tearm within 1Bs Customer Service that o certifeed in the particular ares of inguiry.
It 13 SMART routang for questions. You will get an ir fiage reference ber for the ticket, and your question will be allocated fo a service agent usually within
2 hours. Where possible, we will also provide an answer withan this timeframe, but even if additicnal research is needed, you will know who iz handling youwr
case, and be able 10 rack its progress.

1B-Chat: gur new chat 3ervice 13 accessible via Account Mansgement :?. It vi dessgred to connedt yow te the fervice dpecialig bedt qualified to answer ypour
quesison. Becawse it is suthenticated and uses secure communications, 1B siaff are able to provede sccount specific mformation n & secure manner. Web page
content, conferencing, and feedback are all features of this new system; transcripts sre availlable on demand. We partioularly recommend IB-Chat for
Fundimg/ Bxmking and Accowar Apphicanion inguines.

Email: Free format email communscatsons are na longer wupported due fo the proliferstion of spam, phitheng, and ather forms of fraudulent communications. |
you do not already hayve an 1B scoownt, we kindly ask you submit your inquiry wsing the form availlable on our website: hitp: | fwasainferactvebrokers com
en /peneralcontact/ newContact contact php

Existing ewstomers should rake advarmage of the segure ingquirybrouble ticket syitem scceinible through the Message Cemnter withmn Acgount Mansgement
Existing cwstomers may also submit snquiries wsing the form above, with the response being routed to their Message Center. Urgent or time sensitnve questions.
should never be submitted via this form.

Type of Request Recommended Form of Contact  Retponie Time [estimated)
Trading
Trade Bust requests Fhone wnder 30 minutes
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